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Abstract

Despite stricter regulations being gradually enforced in telecommu-
nications, potentially unwanted calls (PUCs), including telemarket-
ing and vishing, remain a persistent and evolving threat. However,
understanding how PUCs operate in practice has been limited by
the lack of real-world datasets with rich conversational content,
hindering the development of effective defenses. To fill this gap, we
developed an LLM-based phone call honeypot for collecting real-
world PUCs, to our knowledge among the first systems to collect
such data in the wild. Based on the development, we conducted
thematic analysis on 115 hours of conversations collected over
20 months, where we understand how PUCs operate in practice
by studying the conversational structure, content, and campaign
operations.

Our analysis reveals that PUC conversations are highly struc-
tured across diverse call topics. We identify a widespread early-call
pattern, which we term the hook phase, that callers use to engage
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and prescreen targets before eliciting sensitive information. Within
this phase, we identify an emerging entity, call-to-interaction robo-
calls. Unlike call-to-action robocalls, which rely on prerecorded
audio, call-to-interaction robocalls sustain engagement through in-
teractive questioning, more closely resembling human agents. Be-
yond the hook phase, we find that malicious callers progressively
escalate the sensitivity of personal information over the course
of conversations while using persuasion techniques to establish
authority and rapport. Our longitudinal analysis further identifies
eight major topics that remain present throughout the nearly two-
year study period (e.g., Medicare), along with major campaigns that
stay active over time, suggesting that PUC operations are durable
and underscoring the need for stronger interventions against them.
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1 Introduction

Phone calls remain a cornerstone of modern communication, but
the same low cost and ubiquitous reach that make telephony useful
also make it attractive to malicious actors. With virtually everyone
carrying a phone and little ability to verify a caller’s identity, users
routinely face potentially unwanted calls (PUCs), ranging from un-
solicited telemarketing to outright scams such as vishing, where
attackers impersonate trusted entities to exfiltrate sensitive infor-
mation or convince victims to conduct actions that lead to financial
loss or beyond. According to the Federal Trade Commission, scam
calls are the second most commonly reported fraud method and
cause the highest per-person loss of $1,480 on average, accounting
for up to $850 million in losses in 2023 alone [20]. Despite years of
public-awareness campaigns [19], regulatory action [15, 18], and
stricter carrier obligations [16], PUCs continue to threaten users
and to evolve at a pace that current defenses struggle to match [29].

A central obstacle to studying PUCs is the lack of real-world
datasets that capture what actually happens during calls. Phone
conversations are ephemeral, and victims rarely report them [37].
Unlike phishing emails or malicious websites, which leave tex-
tual records, documenting the content of a phone call requires
significant effort from victims. This high reporting cost discourages
disclosure and contributes to a self-reinforcing cycle where limited
data availability further hinders systematic study. As a result, there
is no widely shared corpus of PUC content [39, 44].

The honeypot proposed by Prasad et al. [38, 39] took an im-
portant first step by passively answering incoming calls, but its
lack of interactive response limits collection to call-to-action robo-
calls—pre-recorded prompts asking the callee to press a button or
call back. As a result, prior conversation-level analyses have relied
on cherry-picked scambaiter videos [44, 53], leaving the broader
landscape of how PUCs unfold in practice largely unexamined.

We address this gap by designing and developing CALLTRAP,
an LLM-based telephony honeypot that engages PUC callers and
records full conversations. The system transcribes caller speech,
uses a large language model (LLM) to generate responses, and
converts them back into speech for real-time interaction. Built on a
Voice over IP (VoIP) platform, CALLTRAP autonomously answers
calls and sustains interaction with callers.

We deploy CALLTRAP across 29 phone numbers (12 VoIP, 16 car-
rier, and 1 donated) over a 20-month period from late July 2024
through mid-February 2026. During this period, the system an-
swered 22,697 calls, of which 8,962 contained substantive conversa-
tions totaling 281.8 hours of audio. To our knowledge, this is among
the first systems to collect interactive, real-world PUC conversa-
tions at scale.

Building on this dataset, we perform large-scale analysis of a
stratified 115-hour sample (3,630 calls) using a codebook developed
inductively from the data and deductively from prior work on
robocalls, vishing, and social engineering [23, 33, 38, 39, 44, 53].
Through this analysis, we set out to answer three questions about
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PUCs that have remained open in the absence of conversational
data: (i) How are PUC conversations structured, and how does
that structure vary across topics and caller types? (ii) How do
callers persuade targets and elicit sensitive information once a
conversation is underway? (iii) What do these conversations reveal
about the operational dynamics of PUC campaigns over time?
Our analysis surfaces several findings that we believe are new to
the literature. First, despite enormous variation in topic and iden-
tity, PUC conversations follow a remarkably consistent two-stage
structure: an early hook phase that establishes presence, claims
an identity, and prescreens the target, followed by an operational
phase in which the caller pursues the underlying objective. Within
the hook phase we identify an emerging entity that we term call-
to-interaction robocalls: synthesized callers that, unlike the call-to-
action robocalls studied by prior work, sustain engagement through
realistic voices and interactive questioning, and that account for
at least 56.40% (1,370/2,429) of observed hook phases. Second, we
show that malicious callers progressively escalate the sensitivity of
requested information over the course of a call, and that authority
(AUTH), commitment/reciprocation/consistency (CRC), and dis-
traction (DIS) are heavily front-loaded as persuasion tools to lower
the callee’s guard before sensitive requests appear. Third, our lon-
gitudinal analysis identifies eight call topics (e.g., Medicare, final
expense, subsidy) and dozens of distinct campaigns that remain
active across nearly the full 20-month window, indicating that PUC
operations are durable and resistant to existing interventions.

Contributions. This paper makes the following contributions:

e We develop CALLTRAP, an LLM-based telephony honeypot
that enables automated interaction with callers. Based on
CaLLTRrAP, we collect the first large-scale dataset of real-
world PUC conversations.

We show that PUCs follow a consistent two-stage structure
consisting of a hook phase and an operational phase, identify
the emergence of call-to-interaction robocalls, and uncover
key behavioral patterns such as progressive escalation of
information requests.

We reveal that PUCs are driven by persistent campaigns and
that existing protections such as the National Do Not Call
Registry are insufficient on their own. We further discuss
the mitigation implications of our study, including how cam-
paign analysis can support ecosystem-level disruption and
how conversational findings can improve emerging end-user
protections such as call screening and in-call detection.

2 Terminology & Related Work

Terminology. We use potentially unwanted calls (PUCs) as an um-
brella term for any call generally undesired by the called party.
Three sub-types are particularly relevant to this work:

Robocalls are automated calls that play pre-recorded audio [38],
typically asking the callee to press a key or call back. They are often
the entry point of scam or telemarketing campaigns, though they
may also be legitimate (e.g., public-service announcements).

Scam calls are a form of social engineering in which malicious
actors elicit sensitive or financial information by impersonating
trusted entities and manufacturing urgency or isolation [4, 48].
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Telemarketing calls promote products or services over the phone [27,
43]. They are often legal but may employ misleading or aggressive
tactics, or violate regulations such as The National Do Not Call
Registry [21, 25, 54]. The line between telemarketing and scam blurs
when scammers pose as telemarketers to push fictitious goods [13].

Related Work. Prior work studies unwanted calls through honey-
pot data collection, content analysis, and Al-based countermeasures.
Due to the nature of the approach, the call data analyzed in prior
work either lacks interaction, is limited to metadata or scambaiter
footage, or is evaluated in controlled settings. How PUCs unfold as
real-time, interactive conversations at scale remains largely unex-
amined.

Honeypots lure malicious actors into a controlled environment
so researchers can observe their behavior [40]. Phonypot [27] and
Mobipot [5] pioneered telephony honeypots but focused on meta-
data rather than call content. Prasad et al. [38, 39] shifted attention
to content by greeting each incoming call with “Hello” and record-
ing the response for 60 seconds. This approach captures call-to-
action robocalls but cannot sustain a conversation, which leaves how
scams actually operate in interactive settings unobserved. Other
studies obtain interactive data by having human pose as victims
and manually engage with scammers [2, 33], but these approaches
require substantial human effort, limiting their scalability.

Lacking real conversational data, prior content studies rely on
publicly posted scambaiter videos. Sahin et al. [44] examined 200 in-
teractions with the Lenny chatbot and identified scammer strategies
such as urgency and scripted dialogue, though Lenny’s fixed re-
sponses constrained how far scammers progressed. Wood et al. [53]
applied a Hidden Markov Model to 90+ hours of scambaiter audio
to predict scam stages. Both analyses are shaped by scambaiter
behavior, which alters the natural progression of conversations and
limits scalability.

Al systems have been explored for detection, automated han-
dling, and simulation of unwanted calls. Pandit et al. [36] proposed
RoboHalt, an NLP-based assistant that distinguishes humans from
robocallers using questions easy for humans but hard for automated
systems—an approach that does not generalize to human-driven
scams. More recently, LLM-based systems have appeared on both
sides of the interaction: Figueiredo et al. [24] use ChatGPT to play
the scammer role (Viking), while Charnsethikul et al. [11] use it
to play the victim (Puppeteer). Both rely on lab simulations with
recruited participants without real-world callers.

3 Method

This paper aims to systematically characterize potentially unwanted
calls (PUCs) by analyzing their conversational structures, attacker
behaviors, and operational dynamics, with the goal of understand-
ing their risks and informing effective defenses. We design a hybrid
approach for the study, composed of three steps: data collection
(§ 3.1) using our proposed system CALLTRAP, filtering (§ 3.2), and
analysis (§ 3.3), as shown in Figure 1.

3.1 Data Collection

To capture real-world PUCs in the wild on a large-scale and enable
systematic analysis, we design CALLTRAP, an automatic system
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to interact with incoming calls. CALLTRAP contains three mod-
ules: speech-to-text, response generation, and text-to-speech, all con-
nected to a telephony system. This design enables CALLTRAP to au-
tonomously answer incoming calls, transcribe caller audio, generate
contextually appropriate responses, synthesize natural-sounding
speech, and interact with callers in real time. Each module uses
existing machine learning services to handle caller-system interac-
tion, prioritizing both real-time efficiency and human-like quality.

Speech-To-Text (STT) Module. This module transcribes incoming
caller audio into text. Our primary goal is to enable low-latency,
real-time transcription while maintaining sufficient accuracy for
downstream text processing.

We evaluated several STT services based on latency and word
error rate (WER) (see Table 1). We measured WER on the pub-
lic CallHome English corpus [28]. Telephone disfluencies such as
repetitions and filler words can increase WER without affecting
semantic meaning. During manual review, we observed no STT
errors that caused incorrect or off-topic downstream responses,
and coders cross-checked transcripts against call audio to mitigate
potential STT errors in the coding results.

Given the latency requirements of real-time interaction, we prior-
itize low latency for downstream response generation. We therefore
selected Deepgram for the initial deployment from July 2024 to Au-
gust 2025. After August 2025, we switch to OpenAI’s Realtime API
as part of the system update described below.

Response Generation Module. Provided with the transcribed
caller input, we now need to generate a response fitting the conver-
sational context. During initial system development in May 2024,
ChatGPT was the leading provider among limited options, so we se-
lected it for its fast response and its streaming option where output
is provided while generation is ongoing. This enables earlier conver-
sion of text to speech, thus reducing latency. When upgrading the
system in August 2025, significantly more options were available.
We evaluated LLaMA, Grok, Claude, and Gemini, before settling
for OpenAI’s new Realtime API that combines speech-to-text and
text-generating LLM into a single model. This proved significantly
faster than using two dedicated models for STT and text generation,
providing excellent latency. In addition, we reviewed CALLTRAP’s
responses during manual coding. We found that the responses re-
mained relevant to the callers’ utterances and consistent with the
provided persona, synthetic personal information and conversation
context. We did not observe off-topic or hallucinated responses in
our manual analysis.

Text-To-Speech (TTS) Module. Finally, we need to convert the
generated response back into speech. Similar to the STT module,
we explored multiple TTS solutions (see Table 1) to find one with
low latency and natural voices. Based on our evaluation, Eleven-
Labs [14] and Deepgram [12] offered the best trade-offs. Deepgram
generated speech faster but relied on a limited set of prebuilt voices,
whereas ElevenLabs provided more natural and customizable voices
across perceived gender and age. From July 2024 to August 2025, we
selected Deepgram TTS to prioritize low latency. After the system
upgrade in 2025 reduced latency via OpenAl’s Realtime API, we
switched to ElevenLabs to improve voice naturalness and diversify
voices across feminine-sounding and masculine-sounding voices
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Figure 1: Study Procedure for Understanding Potentially Unwanted Calls (PUCs)

Table 1: Evaluation of candidate components for each mod-
ule. Experiments were conducted in August 2025. (* indicates
models used from July 2024 to August 2025. ** indicates mod-
els since August 2025.)

Model Latency (s) WER (%)
STT Deepgram Nova-3* 1.16 54.34
AssemblyAl Streaming 1.20 58.55
Google Telephony 1.28 69.64
SpeechMatics Realtime 4.50 53.73
Model Latency (s) Context Window
LLM Grok-3 0.40 131k
Llama-3.3-70b 0.42 128k
ChatGPT-40" 0.64 128k
Claude-Sonnet-4 1.56 200k
Gemini-2.5-Flash 1.97 M
STT & LLM Model Latency (s) Context Window
Realtime API** 0.71 128K
Model Latency (s) Customization Level
Deepgram-Aura® 0.27 Prebuilt
TS ElevenLabs-Flash-v2** 0.31 Customized
Google-Chirp3 0.48 Prebuilt
Fishaudio-Speech-1.6 0.69 Customized
Minimax-Speech-02-Turbo 1.19 Customized
PlayHT 1.19 Prebuilt

as well as three age ranges (young, middle-aged, and senior). We
discuss the effects of different voices on calls in Section 6.2.

Telephony System. To receive calls, we implemented a telephony
system using Twilio [49]. This Voice-over-IP (VoIP) telephony plat-
form allows us to integrate call routing, audio streaming, recording,
and real-time interaction powered by our three modules. Initially in
July 2024, we provisioned 12 phone numbers through this system.
We later incorporated one donated phone number whose owner had
been heavily affected by unwanted calls and voluntarily provided
the number for research purposes. In September 2025, we added
16 phone numbers from four major carriers, AT&T, Verizon, Mint
Mobile, and T-Mobile, to study whether the National Do Not Call
(DNC) Registry is respected (discussed in Section 6.2).

Overall, CALLTRAP operated with 29 phone numbers: 12 Twilio
numbers, one donated number, and 16 carrier numbers. As ordinary
end users, we can not determine the prior exposure of these num-
bers to PUCs because their prior contact histories are maintained by
service providers and are not available to customers. We therefore
diversified the number sources across multiple service providers
and retained all numbers regardless of their acquisition channel.
This approach better approximates the experience of a typical end
user obtaining a phone number from a common service provider.

Number of Daily Calls with 5-Day Moving Average and Regression Line
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Figure 2: Daily incoming calls ( ), 5-day moving average
(green), and linear regression trend line (red). The regression
slope (0.08) indicates a gradual increase over time.

Data collection has been ongoing since late July 2024, and for
the purpose of this paper, we analyze data collected through mid-
February 2026 as a single continuous dataset. Throughout the data
collection period, we did not seed or publicize any of the numbers
through websites, advertisements, online forms, or other channels
to attract calls.

Conversation Management. Sustaining caller engagement re-
quires CALLTRAP to maintain natural and coherent interactions,
particularly because it relies on Al for real-time speech understand-
ing and response generation. We address this challenge through
the following design components.

Cooperative Persona. We intentionally designed CALLTRAP with a
cooperative persona to sustain engagement with unwanted callers.
We did not evaluate alternative personas, such as resistant or un-
cooperative ones. Because these alternative personas would likely
produce shorter interactions and fewer analyzable conversations,
collecting a dataset of comparable scale would require substantially
more time and resources. Accordingly, the persuasion strategies
(Section 5) and escalation patterns (Section 4.2.3) observed in our
study were elicited under this cooperative persona and may not
generalize to interactions with other personas.

Synthetic PII. CALLTRAP never uses or discloses real PII, instead,
it randomly generates fictitious PII, which is provided to ChatGPT
as part of the conversation context when personal information is
requested. We discuss more details about safeguards in Ethics. The
complete prompt consisting of the cooperative persona and synthetic
PII is provided in Supplementary Material.
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3.2 Data Preprocessing

In the following, we describe the pipeline used to filter, categorize,
and sample calls prior to data analysis.

Raw Dataset Overview. We briefly describe the raw dataset to
provide additional context on our data collected beyond Figure 2.

Overall, the data shows clear temporal variation in call volume.
In both 2024 and 2025, call volume increases from mid-year to just
before the holiday season, drops sharply during the holiday period,
and rises again afterward. These recurring patterns suggest seasonal
effects. To quantify the overall trend, we fit a linear regression model
to the daily call volume. The model yields a slope of 0.08, indicating
that the system received, on average, 0.08 additional calls per day
over the data collection period. The regression also has a p-value
below 0.001, suggesting that this increasing trend is unlikely to be
explained by random variation alone.

Automated Filtering. We now discuss how to filter out calls
that do not contain meaningful conversational content. Among
the 22,697 answered calls, we identify two major types of non-
conversational calls: silent calls and hello calls. Silent calls contain
no caller audio, even after attempting to trigger a response through
greetings. Hello calls contain only greeting exchanges and do not
progress into a substantive conversation. We filter these calls us-
ing conservative, deterministic criteria, including missing caller
transcripts and fixed greeting patterns, such as “hello”, to avoid
excluding study relevant calls.

In total, we identify 11,839 silent calls and 1,896 hello calls. After
removing these non-conversational calls, we obtain 8,962 calls with
conversational content, totaling 281.8 hours.

Manual Categorization. While automated filtering removes non-
conversational calls, the remaining conversational calls still vary.
To understand caller intent and distinguish different types of PUC
activity, we perform manual categorization based on the caller’s
apparent objective and the evidence present in the conversation. We
define four high-level categories: telemarketing, vishing, nuisance,
and others. Supplementary Material details labeling criteria.
Telemarketing. Calls that promote goods, services, or enrollment
opportunities. Our definition is grounded in regulatory frameworks
such as the Telemarketing Sales Rule (TSR).! TSR distinguishes
deceptive and abusive telemarketing based on rule violations. For our
study, we operationalize these categories using observable features
(e.g., misrepresentation of identity or violations of calling rules)
derived from TSR and FTC compliance guidance [21] to further
categorize telemarketing calls into deceptive and abusive. Calls that
do not exhibit these features are labeled as legitimate telemarketing.
Vishing. Calls that clearly impersonate trusted entities (e.g., gov-
ernment agencies or well-known companies) to obtain information,
induce action, or create a false sense of urgency. Following prior
work [7, 8], we distinguish impersonation-based calls (vishing) from
promotion-based calls (telemarketing).

Nuisance. Calls that contain conversational content but do not ex-
hibit clear malicious intent or sufficient evidence for classification
(e.g., short or incomplete calls).

1“A plan, program, or campaign which is conducted to induce the purchase of goods
or services or a charitable contribution, by use of one or more telephones and which
involves more than one interstate telephone call” [22].
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Others. Calls that are unrelated to PUC activity (e.g., misdials or
irrelevant conversations).

Sampling for Data Analysis. Given the scale of 281.8 hours of
captured conversation, we sample a subset for detailed thematic
analysis. More specifically, we randomly sample 40% of the con-
versational calls, resulting in 3,630 calls and 115 hours of audio for
manual analysis. To ensure that the sampled data remains represen-
tative of the original dataset, we divide all calls into six duration
buckets, ranging from less than one minute to more than 20 min-
utes. We then apply proportionate stratified random sampling within
these buckets, so that the sampled dataset maintains the duration
distribution of the original conversational dataset. As shown in Sup-
plementary Material, the sampled dataset closely follows the overall
duration distribution of the original conversational dataset, while
substantially reducing the amount of data that requires manual
coding.

Overview of Call Types. Overall, we identify 1,977 telemarketing

calls throughout the study period. Among them, only 33 were clas-
sified as legitimate, 1,772 as deceptive, and 172 as abusive. We also
identify 485 vishing calls. For nuisance calls, we identified 1,024 calls,
including 520 short calls. Most of the 144 calls in others category
were misdials or conversations unrelated to PUC activity.

Analysis Scope. For the rest of the paper, we focus on calls posing
security and privacy threats, that is deceptive telemarketing, abusive
telemarketing, and all vishing calls, resulting in 2,429 calls.

3.3 Data Analysis

We analyze the sampled dataset using qualitative methods. Specifi-
cally, we apply thematic analysis that combines both inductive and
deductive approaches. Our analysis follows a three-stage process.

Initial Code Derivation and Codebook Development. The
lead researcher first derived an initial set of codes by reviewing
prior work on unwanted calls, including scam calls [33, 44], robo-
calls [38, 39], social engineering [53], and user-reported experiences
on Reddit [9], as well as FTC [21, 22] and FCC regulations [17].
These sources informed the initial deductive codes such as persua-
sion techniques. Codes describing conversational structures and
requested information had to be developed inductively, as these as-
pects have been less explored due to the lack of real-world datasets.
To do so, the lead researcher reviewed 1,000 transcripts (approx. 23
hours) randomly selected from the sampled dataset to understand
conversational structures, flows, and tactical patterns. During this
process, the researcher created the initial codes, identified code def-
initions, and refined them accordingly, introducing new open codes
as needed. This process revealed dataset-specific features, including
accent cues, background noise characteristics, and the progression
of sensitive information requests, which were incorporated into
the preliminary codebook.

Codebook Refinement. After developing the preliminary code-
book, two additional coders applied it to 60 transcripts (10 hours)
sampled across different duration buckets. Coders met regularly to
discuss disagreements, resolve discrepancies, and refine code defi-
nitions. Following this process, we organized the final codebook
to align with our study goals and capture aspects of PUCs that
have received limited attention in prior work. These include how
PUCs unfold in real-world settings, including high-level structures,
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role transitions, and identity disclosure. Beyond call structure, we
also focused on caller behaviors, including requested information
and persuasion techniques. Full codebook details are provided in
Supplementary Material.

Inter-coder Reliability. After finalizing the codebook, we as-
sessed inter-coder reliability on a subset of the sampled dataset.
We randomly selected 337 new transcripts (10 hours), following
the temporal distribution of the dataset, and each transcript was
independently coded by two coders.

We evaluated agreement using Cohen’s Kappa (k) [32]. The
average k scores across coder pairs are 0.96, 0.96, and 0.97, indicating
substantial agreement [34].

After establishing reliability, we applied the finalized codebook
to the full sampled dataset. Given the size of the dataset, transcripts
were distributed across coders for independent annotation. Coders
continued to meet regularly to resolve uncertainties and ensure
consistency in code application. Once coding was complete, the
lead author analyzed the annotated dataset to identify recurring
patterns, behaviors, and characteristics of PUC interactions, which
are presented in the results section.

4 PUC Conversation Structure

In this section, we analyze the conversational structure of PUCs
to understand how these interactions unfold in practice. Figure 3
shows the synthesized structure derived from our data. Despite
variation in topics, caller identities, and execution strategies, PUCs
exhibit a consistent high-level pattern. At a high level, these calls
follow a two-phase process. In the first phase (Hook Phase), callers
establish contact, engage the callee, and assess whether the callee
is a viable target. If successful, the interaction proceeds to a second
phase (Operational Phase), where callers pursue operational objec-
tives such as eliciting information, inducing actions, or transferring
the callee.

4.1 Hook Phase
We focus on three aspects regarding the hook phase:

e What the hook phase consists of: The canonical conversa-
tional structure.

e Who executes the hook phase: The entities responsible for
initiating and conducting this stage.

e How different entities realize the hook phase: The strategies
used to implement each step of the structure.

4.1.1 Canonical Hook Phase Structure. In our study, we observe
that 2,378/2,429 (97.90%) follow a consistent sequence across calls in
the hook phase, as shown in Figure 3. This structure appears across
different call topics and execution entities. It is a stable workflow
for engaging and prescreening callees. Each step serves a distinct
role in the hook phase as we state below:

Step Greeting establishes the presence of the callee and confirms
that the call has reached an active and responsive target. Callers
often use repeated prompts such as “Hello? Can you hear me?” to
elicit a response. Repeated greetings are commonly used before the
caller proceeds to disclose identity or purpose.

Step Identification introduces the caller’s name, organizational
affiliation, or both. In some cases, callers explicitly provide both
pieces of information at the beginning of the interaction, e.g., “Hj,
this is Susan. I'm a Medicare Health Care Advisor on a recorded line.”
On the other hand, depending on the type of callers, some provide
incomplete information. Extent of identity disclosure for different
caller types is discussed in 4.1.3.

Step Purpose frames the interaction by stating the reason for
the call, which typically links the conversation to a specific topic
such as Medicare, insurance, or financial services. In many cases,
purpose is introduced together with identification, as illustrated in
the example above, where the caller references a Medicare-related
role. For example, “The reason for the call is that there are some new
state-approved 2026 Medicare benefits with a zero dollar premium that
might be available to you.” This step provides the context that guides
subsequent interaction. In our dataset, we identified 58 distinct
topics, eight of which appeared in more than 50 calls. Details of
these topics are shown in Supplementary Material.

Step Qualification assesses whether the callee matches a desired
target profile through a series of screening questions. These ques-
tions are often topic-dependent and may include demographic or
eligibility-related inquiries. For example, following the above medi-
care example, a common qualification question is “So do you have
Medicare part A and B?”

In practice, qualification does not always function as a strict filter.
Callers may continue the interaction even when responses do not
match the expected profile, which may suggest that qualification
also serves to maintain engagement. For example, in an accident
claim call, the caller claimed that the callee had been involved in a
car accident within the last two years and asked for confirmation.
When the callee responded, ‘T don’t really remember any accident.
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Table 2: Statistics of calls across conversation stages.

Entity Calls Greeting Identification Purpose Qualification Transfer
(Total #) (Mean #) Name-only  Org-only Both None (Top3 Topics) (Mean #) (Total #)
Online shopping
Action 105 - 9(8.57%)  43(40.95%)  41(39.05%)  12(11.43%) Tax relief 0.18 14 (13.33%)
Auto finance
Medicare
Interaction 1,370 1.18 584 (42.63%) 26 (1.90%) 730 (53.28%) 30 (2.19%) Final expense 127 802 (58.54%)
Subsidy
Final expense
Human 954 0.94 307 (32.18%) 38 (3.98%) 546 (57.23%) 63 (6.60%)  Health insurance 2.05 314 (32.91%)

Medicare

Can you give me more details?”, the caller did not terminate the
call. Instead, the caller immediately attempted to initiate transfer
by saying “Let me bring a claim investigator on the line. He will give
you more information on how you can get this compensation money.”
This example illustrates that qualification questions may be used
less to verify eligibility than to create a plausible transition to the
next stage of the call.

Step Transfer advances the call to a subsequent stage or agent after
initial engagement or qualification. call-to-action robocalls and call-
to-interaction robocalls are expected to transfer most substantive
calls because they cannot handle later-stage interaction themselves.
Sometimes due to caller-side backend failures, unavailable agents,
or abrupt dropped connections, transfer may fail, which often gen-
erates a robotic message, e.g., “The number you have dialed is not
in service. Please check your number and dial again.” Compared
with robocalls, human agents transfer calls much less, as they can
continue handling complex interactions directly.

4.1.2  Execution Entities. We identify three types of callers that exe-
cute the hook phase. Besides traditionally known human agents and
call-to-action robocalls identified in prior work [39], we discover a
new type of caller, which we name as call-to-interaction robocalls.
Compared to call-to-action robocalls, which rely on prerecorded
messages and primarily instruct the callee to perform an action
(e.g., pressing a button or calling back) without conversational inter-
action, call-to-interaction robocalls support limited back-and-forth
interaction by asking simple questions and processing responses.

We discovered that call-to-interaction robocalls and human agents
occurred more often than call-to-action robocalls (Table 2). This
indicates that interactive forms of engagement have become more
prevalent than static, instruction-based approaches in contempo-
rary PUCs.

We further observe that the use of execution entities varies
across call topics. As shown in Table 2, topics such as Medicare
and final expense insurance are frequently associated with call-
to-interaction robocalls and human agents, where callers often
prescreen callees before advancing the call. In contrast, call-to-
action robocalls appear in a narrower set of topics and are typically
used in calls that require no conversational prescreening, such as
tax relief calls claiming unresolved tax debt or online shopping calls
claiming that a high-value order has been placed. This suggests that
execution entities are closely tied to the underlying objectives of the
call, with more complex or prescreening-required topics favoring
interactive engagement.

4.1.3  Entity Tactics. While the hook phase follows a consistent
structure, different entities employ distinct tactics to realize each
operation step.

Greeting. Call-to-action robocalls typically deliver a fixed, one-
way opening without waiting for a response. In contrast, call-to-
interaction robocalls actively confirm the callee’s presence through
repeated prompts such as “Hello, can you hear me?” or “Hello, are you
there?” Human agents adopt more natural conversational openings
and often jump into later stages with fewer rounds of interactions
than call-to-interaction robocalls (Table 2, column Greeting).

Identification. We observe that callers differ substantially in the
way of disclosing their identity. Also, call-to-action robocalls dis-
close organization names more frequently than the other two en-
tities: combined with Org-only and Both, 80.00% of call-to-action
robocalls disclosed at least an organization name, compared with
55.18% of call-to-interaction robocalls and 61.22% of human agents
(Table 2, column Identification).

However, disclosure of business name alone is not a reliable
indicator of legitimacy, as callers may provide imprecise, generic,
or unverifiable business names. We further examined the legiti-
macy of disclosed business names by searching for external evi-
dence, including official websites and impersonation disclaimers,
BBB profiles [6], and customer complaints on platforms such as
Google Reviews. Among 443 disclosed names, we found 21 are
impersonating government agencies, such as ACA, Marketplace,
and US Medicare Department. In the rest of 422 calls, we found
364 (86.26%) exhibited malicious characteristics. These included
direct impersonation of well-known companies, such as shopping
websites and mobile carriers; generic and official sounding names,
such as US Final Expenses and Senior Center; and resembled existing
businesses by typosquatting, such as Medical Alert Systems imper-
sonating medicAlert, Senior Financial Services impersonating Senior
Financial solutions. Overall, 385/443 (86.91%) suspicious business
names appeared fabricated or difficult to verify.

We infer that different entities rely on different strategies to
establish legitimacy. While call-to-action robocalls establish legiti-
macy through the precise and well-known business (e.g., Amazon,
AT&T), call-to-interaction robocalls and human agents may build
trust based on conversational interaction. We discuss more details
about authority and legitimacy in § 5.

Qualification. Call-to-action robocalls rarely perform meaningful
screening, while call-to-interaction robocalls and human agents
ask qualification questions to assess the callee. Considering human
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Figure 4: Requested information across topics (within-tier
ordering does not imply relative sensitivity).
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Figure 5: Progression of requested information sensitivity
over the course of conversations (Final expense calls as an
example).

agents can handle much more complex situations, the average num-
ber of qualification questions asked by human is also more than
both robocalls (Table 2, column Qualification). In practice, qualifi-
cation does not always function as a strict filter. Interactions often
continue even when responses do not match the expected profile,
suggesting that qualification also serves to maintain engagement.
For example, in an accident claim call, the call-to-interaction robo
asked whether the callee had been involved in a car accident and had
received compensation. When the callee responded, “Oh... well, I
don’t really remember any accident. Are you sure it’s me you’re talkin’
about?” The caller did not terminate the call but instead initialized
a transfer by “Let me bring a claim investigator on the line. He will
give you more information on how you can get this compensation
money.”

Overall, these findings show that while the hook phase is struc-
turally consistent, its execution varies substantially across enti-
ties. Different entities implement the same workflow using dis-
tinct strategies, reflecting different approaches to engaging and
prescreening callees before advancing to later stages of the call.

4.2 Operational Phase

After the hook phase establishes engagement and filters potential
targets, calls proceed to the operational phase, where callers pursue
their underlying objectives. In this phase, the interaction moves
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Figure 6: Survival analysis on eight major call topics.

beyond initial contact toward concrete outcomes, such as eliciting
sensitive information or requesting payment. We analyze the oper-
ational phase along three aspects: the objectives pursued, the types
of information requested, and how these requests evolve over the
course of the interaction.

4.2.1 Operational Objectives. The primary objective of the opera-
tional phase is to advance the caller’s goal after a callee has been
successfully engaged. Across our dataset, we observe that these
objectives generally fall into two categories: information elicitation
and action induction. Information elicitation involves collecting
personal or contextual information from the callee, whereas action
induction includes prompting the callee to take specific actions,
such as enrolling in a service or interacting with another agent.

Importantly, the stated purpose introduced during the hook
phase does not always align with the information requested in
this phase. We observe cases where callers request information
beyond what their stated purpose would reasonably require, sug-
gesting that the initial framing can serve as a pretext for collecting
more sensitive or exploitable information. For example, calls framed
as offering free medical devices may request highly sensitive infor-
mation such as Medicare ID, Social Security numbers, and payment
related details, which are not strictly necessary for the stated service
regarding the free medical device.

4.2.2 Requested Information. To understand what callers seek and
their tactics during the operational phase, we analyze the types
of information requested and categorize them by sensitivity. We
use prior privacy regulations and guidance as reference, such as
the CCPA [47] and guidance on protecting the confidentiality of
personally identifiable information [31]. A key principle from this
guidance is that the confidentiality impact of personally identifiable
information depends on the potential harm caused by its disclosure.
In particular, the guidance defines low, moderate, and high impact
levels based on the consequences of disclosure of such information.

Following the prior privacy guidance, we group requested infor-
mation per sensitivity into three tiers: low sensitivity (T1), moderate
sensitivity (T2), and high sensitivity (T3). Specifically, T1 informa-
tion includes basic attributes such as name, age, and ZIP code, T2
information includes more identifying details such as date of birth
and full address, and T3 information includes highly sensitive data
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such as Social Security numbers, payment credentials, and finan-
cial account information. The complete mapping is provided in
Supplementary Material.

Figure 4 shows the distribution of requested information across
different call topics. We observe that requested information varies
substantially by topic, with some attributes (e.g., name and age)
appearing broadly across calls, while others are concentrated in
specific topics. In addition, although T1 information is less sensi-
tive than T3 information, it should not be considered harmless as
individuals are more likely to disclose their ZIP code than their
bank account. In practice, T1 information can be combined with
other data to enable more severe attacks. For example, details such
as pharmacy address, doctor name, or recent medical visits can
support fraudulent billing, impersonation, or future targeting in
Medicare-related scams. Therefore, protecting T1 information also
becomes important.

4.2.3 Information Escalation Tactics. We next examine how in-
formation requests evolve over the course of a call. As discussed
in Section 3.1, these escalation patterns reflect interactions with
CALLTRAP’s cooperative persona.

Across call types, we observe a consistent pattern of gradual
escalation from lower-sensitivity to higher-sensitivity information,
which reflects a deliberate tactic in which callers incrementally
build engagement and trust before eliciting more sensitive data, as
shown in Figure 5. In particular, lower-sensitivity information dom-
inates early turns, while higher-sensitivity requests emerge later in
the interaction, which indicates a staged approach to information
elicitation.

To quantify differences across call types, we conduct survival
analysis on the time until the first T3 request (Figure 6). The survival
curves differ significantly across topics (p < 0.001), indicating that
escalation behavior is not uniform. For example, final expense calls
tend to reach T3 requests later than Medicare and medical device
calls (p < 0.001), while Medicare and medical device calls do not
differ significantly (p = 0.56). These results suggest that callers
adapt the timing of escalation based on the context and objectives
of the call.

Overall, under CALLTRAP’s cooperative persona, the operational
phase reveals a structured process in which callers progressively
increase the sensitivity of requested information, rather than re-
questing highly sensitive data immediately. This gradual escalation
allows callers to build engagement before attempting to obtain
more valuable information.

5 Persuasion Techniques

Persuasion techniques are a core component of social engineering.
Callers use them to establish authority and rapport. Prior work has
examined persuasion techniques in social engineering and phone
scams [53], but real-world phone-call datasets remain limited. As a
result, less is known about how frequently these techniques appear
in unwanted calls, where they occur in the conversation, and what
conversational purposes they serve.

Our persuasion analysis mainly builds on Ferreira et al. [23],
which combines three prior frameworks into five broad principles:
Authority (AUTH), Commitment, Reciprocation, and Consistency
(CRC), Distraction (DIS), Liking, Similarity, and Deception (LSD),
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and Social Proof (SP). To capture finer-grained persuasion partic-
ularly relevant to scam calls, such as immediacy and urgency, we
complement this framework with three principles from Stajano and
Wilson [46]: Need and Greed (NG), Time (TIME), and Dishonesty
(DSH). Detailed definitions are provided in Supplementary Material.
As discussed in Section 3.1, these persuasion findings should be
interpreted in the context of CALLTRAP’s cooperative persona.

5.1 Overall Usage

Across all PT assignments, AUTH is the most common technique,
accounting for 3,928 assignments (40.33%), followed by DIS with
2,713 (27.85%) and CRC with 2,562 (26.30%). LSD and SP occur much
less frequently, appearing in 471 (4.84%) and 66 (0.68%) assignments,
respectively. We incorporate three complementary persuasion tech-
niques as fine-grained refinements under the scam call context.
Specifically, 2,616 NG and 97 TIME are treated as refinements of
DIS, and 43 DSH are treated as refinements of CRC.

AUTH appears primarily in the early stages of the call, espe-
cially during caller identification, purpose disclosure, and transfer.
In these contexts, callers invoke official-sounding organizations,
roles, or programs to establish legitimacy and reduce suspicion. For
example, one caller stated: “Hi, this is [Caller Name] with Amer-
ican [Org Name]. This call is about a new state-regulated final
expense insurance plan, which covers 100% of your burial, funeral, or
cremation expenses.” During transfer, callers may similarly invoke
authority by saying that they will connect the callee to a “senior su-
pervisor,” “licensed agent,” “product specialist,” or “verification
department.”

CRC appears mainly during purpose disclosure and qualification.
Its reciprocation component is reflected when callers present them-
selves as offering help, benefits, or compensation before asking
simple qualification questions. For example, a caller stated: “For
a limited time, we are offering a free device with just a small
monitoring fee. May I ask how old you are?” Its commitment-
and-consistency component appears when callers begin with low-
friction questions, such as name or age, and later escalate toward
more sensitive information, such as Medicare identifiers or SSNs,
as shown in Figure 5. DSH captures instances in which scammers
guide us to provide false answers during qualification. For example,
after we disclosed that we had Medicare, the scammer instructed
us to conceal this fact and promised the benefit: “You have to sim-
ply say no. You have to be very confident in front of them ... And
once you are done with this process, you will be receiving the subsidy
card, okay?” Similarly, after we disclosed that we were retired, the
caller instructed us to lie about our employment status and income:
“You can say that you are self-employed and your annual income
should be $22,000 in a year.”

DIS captures how callers distract callees’ attention from poten-
tial risks by emphasizing either what they can get or what they
might lose soon unless they act immediately, corresponding to NG
and TIME, respectively. NG is reflected in promises of unrealistic
benefits, such as “free benefits,” “extra support,” “compensation.”
For example, one vishing call impersonating government claimed:
“Your number has been selected from government to get some free
money which you don’t have to pay back again, alright?” TIME char-
acterizes the latter by making a potential loss to pressure callees to
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Figure 7: Co-occurrence of PTs over caller turns.

act quickly. For example, in a final expense call, after we expressed
hesitation, the caller urged: “That is actually with a discounted rate
I’'m not sure that I can go ahead and give you the same prices to-
morrow or the day after tomorrow. So you need to decide in just two
minutes.”

LSD is most often observed around the transfer stage. When
a delay is expected, callers use light social conversation, such as
asking about the weather or where the callee grew up, to avoid
awkward silence and maintain engagement.

SP is the least frequent technique in our dataset. When it ap-
pears, it usually takes the form of broad validation claims, such as
“most people,” “in your area,” “a lot of seniors,” suggesting social
acceptance rather than concrete evidence. Examples include claims
such as “a lot of seniors are qualified,” “helping more than 5,000
families a year,” or “most people go with $20,000.”

5.2 Combination of Persuasion Techniques

Persuasion techniques often appear together within the same utter-
ance. We show their co-occurrence in Figure 7. A common pattern
combines AUTH, DIS, and CRC, especially during the hook phase.
In such cases, callers typically invoke an official-sounding program
or organization, frame the call around a potential benefit, and then
ask a simple eligibility question.

The following example illustrates how AUTH, CRC, and DIS
are combined in practice. In a vishing based government subsidy
call, the caller stated: “The call is about the ACA program, in which
the government provides you additional benefits, like a welcome
package and rewards spending card, to help pay for your daily ex-
penses like rent, groceries, utilities, gas, and even dental or vision. Are
you receiving these benefits right now?” This utterance invokes
AUTH through references to the ACA program and the govern-
ment, uses DIS by emphasizing attractive benefits, and uses CRC
by ending with a low-friction eligibility question that keeps the
conversation moving.

5.3 Persuasion Techniques Progression

We further examine how persuasion techniques are used during
the course of calls. As shown in Figure 8, AUTH, DIS, and CRC
are intensively used at the beginning: all three accumulate 75% of
their occurrences within the first 10 turns and 90% by turn 32. This
suggests that callers rely on these techniques early to establish
legitimacy, present the call purpose, and keep the callee engaged.
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Figure 8: Progression of persuasion techniques over calls.

By contrast, SP and LSD accumulate more gradually. SP reaches
75% around turn 74 and 90% around turn 182, while LSD reaches
75% around turn 80 and 90% around turn 126. This pattern is con-
sistent with their supporting roles in reinforcing persuasion and
maintaining rapport during longer interactions.

Overall, persuasion in PUCs is front-loaded, but different tech-
niques serve different temporal roles: AUTH, CRC, and DIS are pri-
marily opening-stage techniques to keep callees engaged, whereas
SP and LSD tend to emerge later for supporting roles.

6 Mitigation Implications

Our analysis of PUC conversations reveals not only how individual
calls unfold, but also how these calls are embedded within larger
operational systems. The structured nature of the hook and opera-
tional phases and the comprehensive use of persuasion techniques
suggest that PUCs are not isolated incidents, but organized and
evolving operations.

These observations motivate the need to consider mitigation
from two complementary perspectives. At the ecosystem level, de-
fenses must account for how campaigns are organized, distributed,
and sustained over time. At the end-user level, defenses must con-
sider how individual users experience these calls, including how
attackers engage, persuade, and target specific groups. In this sec-
tion, we explore implications for both perspectives based on our
empirical findings. We first analyze ecosystem-level characteristics
of PUC operations, including campaign structure, longevity, and
infrastructure. We then examine end-user-level factors, including
targeting behavior and potential defenses on detecting PUCs in real
time and mechanisms that prevent users from receiving PUCs.

6.1 Ecosystem-Level Mitigation

Ecosystem-level mitigations have the potential to protect users at
scale. A first step towards implementing a mitigation on this level is
the identification of campaigns. We follow prior work [5, 30, 35, 38]
to define a campaign as a set of calls that share the same topic and
similar scripts. This definition characterizes recurring call content
rather than attributing calls to a common operator, as multiple
operators may share the same script, while one operator may run
multiple campaigns [38]. In the following, we outline how such
campaigns can be identified in our dataset before we then discuss
our observations and how they can benefit designing mitigations.
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Campaign Identification. Via our rich conversational content
analysis, we identify several signals for campaign clustering. We
conduct a campaign analysis for topics containing at least 50 calls.
Within each topic, we first group calls that use the same normal-
ized claimed organization name. For calls without an identifiable
claimed organization, we rely on features extracted from the hook
phase (discussed in Section 4.1), including purpose utterances, open-
ing entities, and qualification questions, to identify content-based
campaign clusters. Specifically, we encode the purpose utterances
using a sentence-embedding model [41, 42] and calculate their co-
sine similarity. We represent each hook phase structure based on
two features: which entity delivers the opening and which qualifi-
cation questions are asked. We then calculate the Jaccard similarity
between these representations. We group calls whose purpose simi-
larity is at least 0.85 and whose hook-structure similarity is at least
0.75. When the hook-structure similarity is unavailable or below
0.75, we require a stricter purpose-similarity threshold of 0.90. We
show the pseudocode in Supplementary Material.

Campaign Validation. To ensure a robust basis for discussion of
our results, we conduct a dedicated validation of identified cam-
paign clusters [38]. To this end, we randomly sampled 20 calls?
from each of the top three campaigns in each topic (shown in Ta-
ble 3), yielding 378 calls across 24 campaigns. The primary coder
then manually verifies whether sampled calls within a campaign
indeed shared similar scripts. The decision is based on the core
pitch, underlying offer, conversational strategies, and qualifications.
Overall, 347 of 378 calls were consistent within the same campaign.
The remaining 31 calls were classified as misclustered: nine calls
followed different recurring scripts, 14 calls contained only generic
topic-level language rather than a campaign-specific pattern, and
eight calls contained insufficient conversational evidence as they
were grouped by the claimed organization names. This corresponds
to an accuracy of 91.8% (347/378), indicating that calls grouped
into the evaluated clusters generally shared similar scripts and
conversational patterns.

Observations. We now discuss the campaigns observed within
our dataset. As Table 3 summarizes, we find that PUC activity is or-
ganized into recurring campaigns across multiple topics, including
Medicare, final expense, and subsidy. The recurring structure and
reuse of similar scripts indicate that PUCs are structured around
persistent and organized activity rather than isolated calls [33, 38].

When taking a closer look at the involved calls, we discovered
that 1,492 out of 1,751 (85.21%) of human-agent calls contain human-
noisy backgrounds that imply call-center environments (shown
in Table 4) [33]. We find that 91.39% of human agents exhibit non-
American accents. Table 5 further shows that the most common
caller profile corresponds to human agents with non-American
accents and human-noisy backgrounds, while automated callers
dominate early-stage interactions.

Looking at the bigger picture, we observe from Table 3 that only
3%—-18% of campaigns account for 50% of calls across topics. For
example, 5 out of 39 accident-claim campaigns and 14 out of 94

20r the maximum amount of calls if less than 20.

3org denotes campaigns grouped using a recurring claimed organization name,
whereas no_org denotes content-based clusters without an identifiable claimed organi-
zation. We pseudonymize claimed organization names for de-identification purposes.
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Figure 9: Hierarchical business model and call-transfer struc-
ture.

auto-warranty campaigns generate half of the calls. This suggests
that targeting a small number of high-volume campaigns could
significantly disrupt overall exposure to PUCs.

When considering the underlying motivations, we observe per-
sistent economic incentives and structural support that can sustain
PUC activity. In particular, we identify 24 calls where overseas call
centers forward targets to U.S.-based agents or companies through
three patterns: a three-layer structure where call centers transfer
targets to U.S.-based quote companies and then legitimate insur-
ance providers (Figure 9); direct transfers to U.S.-based agents;
and callback scheduling for follow-up calls. These patterns suggest
that some campaigns connect to legitimate U.S.-based businesses
through multi-stage transfer chains.

Our observations of such business models are also consistent
with cases documented in public court and enforcement records,
involving medicare, health insurance, medical device and final ex-
pense [50-52]. For example, federal court records describe a U.S.-
based lead generation company [51, 52] that established and oper-
ated call centers in Pakistan, developed their scripts and trained
their telemarketers, and contracted with a U.S. final expense insur-
ance company to make illegal telemarketing calls to U.S. customers.
By delivering final expense through live transfers (transfers when
callees remained on the line), the lead generation company priced
each live transfer at $55-$75 [52].

Therefore, we believe that parts of the PUC ecosystem are inter-
twined with business operations in the U.S., often through opaque,
cross-border and multi-entity lead-generation pipelines.

Mitigation of PUC Campaigns. We now discuss how such recur-
ring campaign activity could be disrupted at the ecosystem level. A
key technique is telephone traceback to identify the source and rout-
ing path of an abusive call. Prior work found such tracebacks to be
a time-consuming process requiring coordination across multiple
carriers [39]. Even though recent research demonstrated the fea-
sibility of conducting tracebacks within seconds [1], investigators
must still determine which calls should be traced and prioritized.
CALLTRAP can help prioritize such campaigns: As shown in Table 3,
campaigns persist for extended periods. All major topics spanned
more than one year, 16 campaigns remained active for over a year,
12 of which continued into 2026. Such persistence provides am-
ple opportunity to correlate recurring conversational activity and
prioritize highly active campaigns for tracebacks and further down-
stream investigation.
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Table 3: Campaign concentration and longevity across major topics. Representative examples are provided in Supplementary
Material. The 50% column reports the minimum number of campaigns accounting for half of the calls in each topic.

Topic Calls Campaigns 50% First Last Span | Top Campaigns? Calls First Last Span
medicare_no_org_A 188 09/30/24 11/20/25 417
Medicare 716 177 6 08/12/24 02/12/26 550 | medicare_org_A 60 08/12/24 02/11/26 549
medicare_no_org B 53 02/25/25 01/29/26 339
final expense_org_A 80 10/02/24 02/02/26 489
Final expense 512 182 10 09/12/24  02/14/26 521 | final_expense_org B 52 09/12/24 12/17/25 462
final_expense_org_C 27 11/25/24 01/30/26 432
subsidy_no_org_A 44 10/02/24  01/23/25 114
Subsidy 263 110 7 07/29/24 02/07/26 559 | subsidy_no_org B 34 11/11/24  06/12/25 214
subsidy_no_org_C 21 11/25/24 11/04/25 345
health_insurance_org_A 46 10/23/24 01/28/26 463
Health insurance 185 97 9 10/02/24 01/28/26 484 | health_insurance_org_B 23 10/28/24 01/07/26 437
health_insurance_org_C 5 04/04/25 09/29/25 179
auto_warranty_org_A 22 08/23/24 01/13/26 509
Auto warranty 162 94 14 08/22/24 02/02/26 530 | auto_warranty_org B 12 02/07/25 11/04/25 271
auto_warranty_org_C 6 03/06/25 01/26/26 327
accident_claim_org_A 26 10/09/24 02/11/26 491
Accident claim 158 39 5 10/01/24 02/12/26 500 | accident_claim_org B 19 11/25/24 02/12/26 445
accident_claim_org_C 14 11/19/24  02/11/26 450
home_improvement_org_A 30 11/15/24 01/08/26 420
Home improvement 93 38 4 10/23/24  02/09/26 475 | home_improvement_org_B 8 03/08/25 01/14/26 313
home_improvement_org_C 10/23/24  11/17/25 391
medical_device_org_A 11 09/10/24 12/09/25 456
Medical device 65 33 6 09/10/24 02/13/26 522 | medical_device_org_B 11/15/24  02/13/26 456
medical_device_org_C 5 02/06/25 02/12/26 372

Table 4: Call distribution over accent, noise, and entity.

Entity Background Noise Accent
Human-noisy Noisy Silent | American Non-American
Human 1,492 39 220 150 1,593
Bot 540 62 870 1,347 122

Table 5: Top five caller profile ranked by frequency.

Caller Profile (Entity, Accent, Background Noise) Count
Human, non-American, human-noisy 1,417
Bot, American, silent 826
Bot, American, human-noisy 452
Human, non-American, silent 137
Bot, non-American, human-noisy 80

We note that effective campaign-level disruption requires col-
laboration among multiple ecosystem actors. CALLTRAP can only
help to identify recurring conversational patterns, carriers and
traceback organizations then need to combine this evidence with
routing and provider records to identify call sources. Regulators
can in turn use the combined evidence to investigate telemarketing
and lead-generation practices.

6.2 End-User-Level Mitigation

As ecosystem-level mitigation remains insufficient, and eliminat-
ing individual campaigns does not fundamentally prevent PUC
activity, it is critical to develop end-user-level mitigation to com-
plement ecosystem-level defenses. In this subsection, we present

Table 6: Telemarketing calls and top topics for DNC and non-
DNC numbers.

Observation DNC Non-DNC
Period # Calls Top3 Topics (#) | # Calls Top3 Topics (#)
10/15/2025 Medicare (36) Auto finance (56)
- 121 Final expense (30) 135  Accident claim (9)
02/15/2026 Medical device (13) Auto warranty (8)

our findings on end-user-level mitigation from both prevention and
real-time detection perspectives.

Limitations of Current Protections. The National Do Not Call
(DNC) registry is an important protection intended to help users
avoid unwanted telemarketing calls. To examine its effectiveness,
we added 16 phone numbers, four each from AT&T, Mint Mobile,
Verizon, and T-Mobile, to CALLTRAP, randomly assigning half to
the DNC group within each provider.

The DNC numbers were registered on September 14, 2025. After
the required 31-day waiting period [18], we compared telemarket-
ing calls from October 15, 2025 to February 15, 2026. As shown
in Table 6, the DNC group received 121 calls versus 135 for the
non-DNC group, showing no clear reduction in our deployment.

Despite the limited scale of our experiment, our results demon-
strate a practical limitation of relying on DNC alone: users contin-
ued to receive telemarketing calls after registering with DNC, thus
motivating complementary defenses during interaction.

Targeted Prevention for Vulnerable Users. Our analysis shows
that vulnerability to PUCs is not uniform across users, which hints
that targeted prevention for more vulnerable users can be effective
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Table 7: Call statistics for inferred gender and seniority.

Attribute Category Mean| (m's”’)  # Calls
Masculine 2/29” 1,821
Vocal Gender Feminine 206" 1,795
Senior 236" 1,031
Age Middle 223" 1,255
Young 1/58" 1,330
Masculine_Senior 2/44"” 590
Masculine_Middle 2/38" 574
Voice Profile Feminine_Senior 2/24" 441
Feminine_Middle 210" 590
Masculine_Young 2'06” 681
Feminine_Young 150" 673

for PUC mitigation. To examine whether vocal gender and age were
associated with call duration, we fitted a linear regression model
with log-transformed call duration as the dependent variable and
vocal gender and age as predictors, using feminine and young voices
as reference categories. Masculine (f = 0.076, 95% CI [0.006, 0.146],
p = 0.032), middle-aged (8 = 0.228, 95% CI [0.149, 0.308], p < 0.001),
and senior voices (f = 0.178, 95% CI [0.090, 0.265], p < 0.001) were
associated with longer call durations. We then added gender-by-age
interaction terms, but found no significant interactions. Descriptive
statistics are shown in Table 7. Longer call duration suggests that
certain user groups are more likely to remain engaged with callers,
increasing their exposure to subsequent information requests.
These findings suggest that prevention mechanisms can be im-
proved by accounting for user-specific risk. For example, systems
could apply stronger filtering or warnings for users who are more
likely to engage with PUCs. More broadly, these results indicate that
PUC mitigation should move beyond uniform defenses and consider
adaptive strategies that reflect differences in user vulnerability.

Emerging Content-Based Protections. Beyond pre-call filtering
mechanisms, content-based protections are emerging on users’
phones, where CALLTRAP can benefit such things from various
perspectives.

Call Screening Before Answering. Call screening asks unknown
callers to identify themselves and state the purpose before users
engage [3]. This process aligns with our analysis of the hook phase,
where caller identification and purpose provide important infor-
mation. By collecting and analyzing hook phase content at scale,
CALLTRAP can provide real-world data for developing a risk scoring
system that helps users better decide whether to answer a call.

In-Call Detection During Engagement. In-call detection monitors
an ongoing interaction and warns users when suspicious behavior
is detected. For example, Google’s Scam Detection uses on-device
LLMs to analyze calls in real time and warn users of potential scam
patterns [26]. The complete conversations collected by CALLTRAP
can support evaluation and improvement of such systems, including
which early-stage signals should trigger a warning and how the
detected risk and recommended actions should be communicated
to users [10, 45].

CALLTRAP’s role. CALLTRAP captures rich conversational infor-
mation across interaction, including different entities conducting
hook phase, information request escalation, persuasion techniques,
and other audio information such as accent and background noise.
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Feature selection should build on concrete conversational signals,
while audio features such as accent or background noise should
only be used as supporting signals in a multimodal detection system.
These data can support training and evaluation of new mitigation
techniques.

In conclusion, these findings suggest that effective end-user mit-
igation requires a shift from static protections to adaptive, content-
focused defenses. Prevention should incorporate user-specific risk
factors, while detection should leverage early-stage conversational
signals. Most importantly, defenses must operate early in the inter-
action to prevent escalation toward high-risk outcomes. By com-
bining these approaches, we believe that end-user-level mitigation
has the potential to complement ecosystem-level efforts and reduce
the overall impact of PUCs.

7 Discussion

Our study shows that potentially unwanted calls (PUCs) are not
merely discrete call incidents, but part of a big abuse ecosystem that
combines automation, human agents, conversational manipulation,
and supporting infrastructure. Unlike prior studies focusing on
metadata, our findings highlight the importance of observing the
conversation itself. The structure and progression of these calls
reveal how callers engage targets, check eligibility, and gradually
move toward harvesting sensitive information.

Implication. CALLTRAP has implications for both measurement
and defense. First, conversational data provides visibility into be-
haviors that are difficult to infer from metadata alone, such as
impersonation, qualification, persuasion, and escalation. Future
measurement of PUCs should therefore move beyond call metadata
and incorporate even longer conversational data. Second, the bound-
ary between robocalls and human-operated calls is becoming less
clear, as interactive systems can sustain realistic exchanges and per-
form early stage screening. This challenges the conventional view
of robocalls as static prerecorded messages and suggests that de-
fenses should account for increasingly interactive automated callers.
Third, as LLM agents become more widely available, future PUC op-
erations may become more adaptive and conversationally capable,
including the possible use of LLMs in real-world vishing opera-
tions. This possibility highlights the need to proactively study and
defend against more advanced attacks. Fourth, our conversational
dataset can support the development of more conversation-focused
defense mechanisms, such as detecting suspicious progression pat-
terns, identifying staged information requests, and intervening
before victims provide sensitive information. Fifth, our study fo-
cuses on systematically collecting real-world PUC conversations
and identifying their common conversational structures. Building
on these data and findings, future work can examine how callers
conduct deceptive narratives and how these deceptions progress to-
ward financial fraud or identity theft. Such analysis would support
more targeted characterization and detection of deception-driven
risks. Taken together, these insights can inform future systems for
detection, intervention, and policy evaluation.

Limitations. Our study aims to provide a large-scale, real-world
view of PUC interactions through an automated conversational
system, and our findings are shaped by how those calls are collected
and interpreted.
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On the collection side, CALLTRAP operates on a small set of
phone numbers and includes only calls that were answered and
produced some interaction. Because call targeting depends on a
number’s history and exposure, both the mix of incoming calls and
how conversations unfold may differ from what a larger and more
diverse pool would yield. In addition, all interactions are conducted
by an automated system rather than a human: although designed to
mimic natural conversation, synthesized responses and audio may
still influence caller behavior, and our LLM is not fine-tuned on
phone-scam conversations. Moreover, CALLTRAP uses a cooperative
persona to sustain engagement and does not evaluate alternative
personas, such as resistant ones. Therefore, the observed persuasion
strategies and requested information progression may differ when
callers interact with other personas. While the approach is scalable,
future work should expand to more numbers, fine-tune on real
conversational data, and diversify the personas.

On the analysis side, our qualitative analysis is conducted on a
stratified sample of the dataset to enable in-depth manual coding;
while this preserves key characteristics such as call duration, the
sample may miss rare or emerging behaviors present in the full
corpus. Coding itself relies on human interpretation: despite high
inter-coder reliability and an iteratively refined codebook, some
ambiguity remains where intent is hard to infer, and our categories
(e.g., telemarketing, vishing) are grounded in prior work and regu-
latory frameworks but real-world calls may combine tactics that
do not fit neatly into these definitions. Our labels should therefore
be read as structured approximations of caller behavior rather than
exhaustive descriptions of all PUC tactics.

Finally, our dataset is primarily English-language and reflects
a specific (U.S.) regulatory context, while PUCs and regulations
vary across countries; our findings thus offer a partial view of the
global PUC ecosystem. Future work can extend this approach by
deploying multiple coordinated systems and incorporating multi-
channel and multilingual data to better capture how these activities
operate in practice.

Replicability and Future Effectiveness of CALLTRAP. By
open-sourcing our framework, other researchers can reproduce
or replicate our study using comparable systems and methodolo-
gies, although the collection outcomes may vary depending on the
available phone numbers, country of operation, and time-based
fluctuations in services and PUC ecosystems. We further discuss
ethical considerations of open-sourcing our system in Ethics. At
the same time, publishing this paper and releasing CALLTRAP may
make malicious actors aware of its presence, and they may attempt
to circumvent or detect it. While this may reduce CALLTRAP’s effec-
tiveness, we believe the impact can be limited: personas and conver-
sational strategies can be continuously modified and improvements
in LLMs and TTS technology will further blur identifiable differ-
ences between human and automated conversation partners. While
they may attempt prompt injection or similar techniques, exag-
gerated attempts will alert any human callees to unusual activity.

8 Conclusion

In this paper, we conduct a comprehensive study of PUCs to un-
derstand how these operations function in practice and to identify
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potential mitigation strategies. We develop an LLM-based telephony
honeypot to collect real-world conversational data at scale. Our
findings show that PUCs exhibit structured interaction patterns
and persistent campaign activity. We further demonstrate that ef-
fective mitigation requires a combination of ecosystem-level and
end-user-level defenses, and discuss how CALLTRAP can support
the development and improvement of these defenses.
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