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Abstract
Common Vulnerabilities and Exposures (CVE) IDs serve as
unique identifiers for security-relevant bugs, facilitating clear
communication and tracking of affected products. Originally
intended solely for identification, the CVE system has faced
increasing criticism due to the misconception that assigning
a CVE implies a serious security issue. Notably, academic
works on security vulnerabilities often claim CVEs, presum-
ably to demonstrate the practical impact of their methods.

We systematically study the use of CVEs in academic pa-
pers to better understand the correlation of academic CVEs
with real-world implications. To this end, we present the
trends we identified through quantitative analysis, qualitative
review of published papers, and a user survey. We observe a
clear shift towards more frequent use of CVEs in academic
papers over the last 25 years, especially in certain research
areas. Our qualitative review of 1,803 CVEs claimed in pa-
pers published in the past five years reveals that 34 % have
not been publicly confirmed or were disputed by the main-
tainers of the affected software, challenging the notion of
real-world effects. Our survey of 103 academic reviewers and
authors reveals widespread misconceptions about the CVE
system and an explicit preference for reporting CVE num-
bers, but without indicating any implicit bias in the review
process. We advise caution on using CVEs as a proxy for
real-world impact and provide actionable recommendations
for the academic security community and practitioners.

1 Introduction

The Common Vulnerabilities and Exposures (CVE) program
is ran by MITRE [31] with the explicit goal of assigning
unique identifiers to vulnerabilities in order to collect and cat-
alog them in a standardized way. Today, CVEs are the single
most important and rapidly growing catalog of vulnerabilities,
with more than 250,000 CVE records (often abbreviated as
CVEs) assigned between 1999 and 2024 [33] and an average
of 164 new CVEs added per day in 2024 [16]. To coordinate

these efforts, MITRE allows companies and organizations to
register as CVE Numbering Authorities (CNAs) for vulnera-
bilities in their products. If a product has no designated CNA,
a CVE Numbering Authority of Last Resort (CNA-LR), such
as MITRE, serves as a catch-all solution.

Although the CVE ecosystem has been in use for over 25
years, it has several inherent shortcomings and has faced in-
creasing criticism in recent years [8, 14, 18, 43, 46, 53]. First,
a single CVE does not always correspond to a single vul-
nerability [8]. This is especially worrisome for recent mi-
croarchitectural CPU vulnerabilities like Spectre, which are
often assigned a single CVE. However, they require numerous
software patches across the entire software stack, including
CPU firmware, operating systems, and applications. Second,
whether or not a bug receives a CVE is at the sole discretion
of the respective CNA, without unified procedures strictly
adhered to by all CNAs. For companies acting as CNA for
their own products, it may be beneficial not to assign CVEs to
create a false illusion of security [9]. Conversely, CNA-LRs
without expert knowledge of the affected system typically
maintain low standards for CVE assignments [18]. Third,
the apparent ease of obtaining CVEs is exacerbated by the
inherent difficulty of invalidating disputed CVEs [8, 14, 53].
The frustration with this situation has recently prompted sev-
eral major open-source projects, including Linux [19] and
Python [27], to register as CNAs for their own projects. Fi-
nally, CVEs have arguably outlived their original role as vul-
nerability identifiers and have become de-facto proxies for
real-world impact and prestigious indicators of competence
in the field. Indeed, prominent developers have observed that
CVEs are “abused by security developers looking to pad their
resumes” [8] and “used in ways that elevate their importance
well beyond the level that makes sense given the amount of
scrutiny that is apparently applied to them” [14], prompting
to “ignore them” [8] and “not blindly trust the CVE system.
It is full of cracks and bogus reports” [54].

Despite the aforementioned concerns, we observe that the
academic security community embraces CVEs with relatively
few reservations. Especially papers that present new tech-
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niques for the (automated) identification of vulnerabilities
often report many CVEs as a metric for newly found bugs in
real-world software [46]. In an analysis of publicly available
meta-reviews, we found that CVEs were explicitly listed in
the acceptance reasons for “identifying an impactful vulner-
ability” in at least five out of 19 papers at IEEE S&P 2024
that claim CVEs. The common practice of including CVEs
in submitted papers has even prompted explicit instructions
to “not include full CVE identifiers in order to preserve the
anonymity of the submission” in the IEEE S&P 2025 call for
papers [1]. Although this instruction to blind CVE identifiers
is intended to preserve anonymity, it highlights their frequent
use in papers and their role beyond mere identification.

In this work, we are the first to conduct both a quantita-
tive and a qualitative study on academia’s use of CVEs in
published scientific papers, as well as a user-centered survey
to assess the perception of CVEs among reviewers and au-
thors. First, we quantitatively analyze all papers published
at the leading top 4 A∗ security conferences (i.e., IEEE S&P,
USENIX Security, ACM CCS, and ISOC NDSS). Our results
show that the relative proportion of papers mentioning CVEs
has risen sharply over the last two decades. Following this
trend, we perform a qualitative, in-depth analysis of CVEs
claimed in papers published in these venues over the past
five years. In particular, we track the underlying bug reports
for all 1,803 CVEs and manually check how the maintainers
of the affected projects have responded to them. We assess
whether they have acknowledged and fixed the vulnerability,
ignored the report, or outright rejected it. Notably, we cannot
locate a bug confirmation or fix for 34 % of the CVEs and
find that 52 were explicitly disputed by the developers, which
raises the question of why a CVE has been issued in the first
place. Finally, to better understand the broader perception
of CVEs in the academic community, we conduct a survey
of 103 individuals who serve as reviewers or authors of aca-
demic papers. Our results indicate that the perceived meaning
of CVEs has been decoupled from their original purpose of
being a standardized, unique identifier. Moving forward, we
discuss the underlying root causes and provide actionable
recommendations aimed at a more accurate understanding
and use of CVEs in academia.

Contributions. Our main contributions are as follows:
• We conduct a large-scale, quantitative analysis of CVE

usage in A∗ venues, showing increasing prevalence.
• We qualitatively study the outcome of all CVEs reported

in A∗ security papers over the past five years, highlight-
ing several reoccurring and worrisome trends.

• We survey 103 academic authors and reviewers to cap-
ture the perception of CVEs within our community, iden-
tifying widespread misconceptions.

• We provide actionable recommendations on how to bet-
ter align CVE usage in academic papers and decrease
the negative perception among developers.

2 Demystifying CVEs: A Short Primer

What is colloquially referred to as a CVE is technically a
CVE ID, a standardized, unique identifier for a vulnerabil-
ity, formatted as CVE-Year-Number. Alongside the identifier,
MITRE stores additional information in a CVE record, includ-
ing the current state, affected systems, and links to security
advisories [31]. After assignment, NIST then analyzes the
CVE and assigns assign a Common Vulnerability Scoring
System (CVSS) score to quantify its impact. A CVE record
can have one of the following status:

• Reserved: A CVE ID was reserved for a bug that was
not publicly disclosed yet. Thus, the CVE record con-
tains no information (not even the CNA).

• Published: Once the bug becomes public, the full data
of the CVE record is published.

• Rejected: A previously published CVE is now consid-
ered invalid and should no longer be used [40].

Specific tags may carry additional information. For instance,
the unsupported-when-assigned tag indicates that the faulty
software has reached end of life. The disputed tag is used
when software maintainers contest the CVE assignment, sim-
ilar to the rejected state, though MITRE is not fully con-
vinced of the CVE’s invalidity.

Assignment Process and Actors. The process from the dis-
covery of a bug to the assignment of a CVE involves several
actors and depends on the product in which the bug was found.
Each company or project can become a CNA, responsible for
assigning CVEs to vulnerabilities in their products. If a bug
is found in a project without a dedicated CNA, as is often
the case for smaller open-source projects, the reporter can
contact any CNA-LR, such as MITRE or CISA. These enti-
ties can assign CVEs for any project not covered by another
CNA. In practice, any research group, such as Thalos, or even
individuals can become a CNA-LR [34].

Upon discovering a vulnerability, researchers have two
ways to obtain a CVE. The typical flow is to responsibly
disclose the bug to the project, which then handles the CVE
assignment, either internally (if a project or vendor has their
own responsible CNA) or by communicating with a CNA-LR.
If projects have no responsible CNA, researchers can also
directly contact a CNA-LR to request a CVE, which will be
assigned with little to no verification. This can be exploited to
receive CVEs without properly coordinating or disclosing the
bug to the maintainers, as observed in practice [52, 54, 60].

Related Work. CVEs have a long history of attracting aca-
demic interest. For example, they have been used as datasets
for testing the bug-finding capabilities of tools [65] and as
the basis of vulnerability patch datasets [5, 15, 36]. To en-
able this, various works attempt to map CVEs to fixing com-
mits [12, 23, 39, 44, 58, 61, 64], underscoring the importance
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of CVEs for the community. Alexopoules et al. [2] have in-
vestigated how long the underlying vulnerabilities live on in
affected projects, and Pauley et al. studied the vulnerability
life cycle [38]. Rather than targeting the underlying bugs and
vulnerabilities, we focus on the use of the CVE identifiers.

Close to our work, Schloegel et al. [46] have surveyed
fuzzing evaluations and, as part of their larger efforts, catego-
rized how software maintainers have reacted to vulnerabilities
found by fuzzing. This is similar to our qualitative analysis dis-
cussed in Section 4, albeit restricted to a subset of CVEs found
by fuzzing papers. The findings are alarming: Only around
43% of the bugs that a fuzzer found and that were assigned a
CVE have been fixed. This motivates our efforts for a larger-
scale analysis of academic CVE usage across more disciplines.
More generally, various individuals have criticized shortcom-
ings in the CVE assignment process [14, 43] or pondered
its overall effectiveness [8, 18]. Compared to these works,
we are the first to systematically review the use of CVEs in
academia and survey the community’s opinion. Regarding
CVSS, Wunder et al. [63] have recently conducted a large-
scale user survey on how CVSS scores are evaluated, finding
widespread inconsistencies. Similarly, Spring et al. [50] criti-
cize CVSS for its unjustified scoring algorithm and its misuse
as a risk score by compliance organizations. These works
are orthogonal to ours, as we focus purely on CVEs without
considering CVSS scores.

In the wider perspective of meta-science, our study on the
use of CVEs as a metric contributes to the ongoing discourse
on the science of security [22, 28, 51], especially regarding
the persistent challenges of establishing reliable security met-
rics and assessing the research value of attack papers [22].
Tangentially relevant to our work, prior meta-science studies
within the security research community have explored issues
such as transparency [26], biases [20], and the overall reli-
ability of the peer review process [49]. Questionable CVEs
may be partly enabled by a bias in the community, a lack
of transparency in the assignment, and limited details about
individual vulnerabilities. Hence, reviewers are often unable
to critically assess the value of a specific CVE and may in-
stead accept CVEs as proxies for real-world impact. More
broadly, our study on CVEs connects to the wider trend of
metrification in academia, where researchers and their work
are increasingly assessed using quantitative indicators, such
as the number of CVEs reported. While such metrics are un-
deniably convenient for reviewers, any metric can and will be
gamed (Goodhart’s law). The dynamics and consequences
of metrification in science have been critically examined in
other academic fields [10, 47, 62].

3 Studying CVE Use in Scientific Papers

Dataset. To facilitate a large-scale quantitative analysis, we
constructed a dataset comprising papers from the top 4 A∗

security conferences in the 2024 CORE ranking [37], namely

IEEE S&P, USENIX Security, ACM CCS, and ISOC NDSS.
For this, we manually extracted all publication titles from
the respective programs or proceedings between 1999 and
2024, corresponding to a total of 7,785 papers. We excluded
any publications that were not papers (e.g., posters, messages
from the chair, or presentations) and unusual paper formats
(e.g., short papers). Since the CVE program was publicly
launched in September 1999 [32], this dataset covers all aca-
demic papers at these venues that could potentially contain
CVE identifiers. We automatically processed all paper PDFs
using pdftotext [24], employing three automated checks to
validate our dataset. First, we check if the title of the paper
is contained in the extracted text, to eliminate PDFs that do
not match the paper. Next, we check if the text extraction
was successful by manually validating short documents and
documents in which less than 35% of the content consists
of the six most frequent letters in the English language. If
pdftotext failed to extract the text of the document, which
only occurred for 32 documents, we fall back to the OCR tool
Nougat [6], a visual transformer model focusing on scientific
documents. Note that our analysis may contain inaccuracies
due to the use of automated tools.

We extract the CVEs mentioned in a partic-
ular scientific paper using a regular expression
([cC][vV][eE]\s*[--]?\s*\d{4}\s*[--]?\s*\d{4,7}), which accounts
for white spaces in the source material and inconsistent
character choices. Our automated approach may under-
approximate the number of CVEs due to CVEs contained
in images or papers that do not include the specific CVE
identifiers [7] or reference ranges of CVEs [66]. Overall,
our dataset contains 1,167 papers (15.0%) that mention a
CVE. They reference a set of 6,506 unique identifiers. One
CVE can be referenced in multiple papers, e.g., when used in
benchmarks [35, 45, 67] or due to the prominence of the un-
derlying vulnerability. For example, CVE-2014-0160, which
represents the famous Heartbleed bug [13], is mentioned 51
times in our dataset.

As an additional validation step, we cross-check that our
automated pipeline identifies at least one CVE for all papers
that were manually found to claim CVE identifiers. Out of the
304 papers analyzed in the qualitative analysis of Section 4,
6 papers only mention the exact CVE numbers in a linked
artifact. For the remaining papers, our pipeline fails to identify
any CVEs in just 3 of them (<1%). In these instances, the text
does not include an identifier prefixed with CVE.

Prevalence of CVEs. To analyze how the presence of CVEs
in our dataset has changed over time, we calculate the percent-
age of papers in each year that mention a CVE. The results of
this analysis are illustrated in Figure 1. CVEs were mentioned
for the first time at USENIX Security 2002. We find that
the relative prevalence of CVEs has considerably increased
over the years, with 18.7% of papers published between 2020
and 2024 mentioning a CVE, as opposed to only 10.7% of
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Figure 1: Percentage of papers per year that mention a CVE
and the total number of CVEs published every year.

Table 1: Status of 6,506 academic vs. all 276,123 CVEs.
Status Academic (%) Overall (%)

Published 6,143 (94.42%) 259,791 (94.09%)
Reserved 303 (4.66%) – –
Rejected 14 (<1%) 14,609 (5.29%)
Disputed/Unsupp. 45/1 (<1%) 1,280/443 (<1%)

the papers from 2010 to 2014. While we can observe this
trend across all four venues, USENIX Security consistently
has more papers mentioning CVEs over the entire period.
Between 1999 and 2024, 20.3% of the papers published at
USENIX Security mentioned a CVE. In the same period,
10.4% of CCS, 14.4% of IEEE S&P, and 15.2% of NDSS pub-
lications mentioned a CVE. We also analyzed where CVEs
are mentioned within papers, as this may provide insights
into their potential use. Our analysis reveals that the vast ma-
jority of CVEs are cited in the references or the appendix.
Additional details can be found in Appendix B.

Status of CVEs. Table 1 compares the status (cf. Section 2)
of the 6,506 CVEs in our dataset vs. all 276,123 CVEs pub-
lished before January 9, 2025 (assigned to 1999–2024). Out of
the analyzed CVEs used in academic papers, the vast majority
(94.4%) are in the published state. A fraction of CVEs has
been rejected or disputed, indicating explicit disagreement
by the project maintainers. Notably, CVEs referenced by aca-
demic papers are less frequently rejected than CVEs overall.
The remaining 4.7% of the mentioned CVEs are reserved,
hinting at an uncompleted disclosure process. Due to the lack
of publicly available information, we cannot compare this to
the overall ecosystem. Note that this analysis does not distin-
guish whether a CVE is only cited in a paper or whether it is
part of its contributions, as any such analysis ultimately re-
quires manual review. In our qualitative analysis in Section 4,
we manually study a subset of CVEs in detail.

Research Area. In addition to the CVE details inside pa-
pers, we analyze whether CVEs correlate with research areas
or topics. While some papers contain a keyword section detail-
ing their research area, this is only the case for a minority of
the papers. Therefore, we train a keyword extraction model for
security papers based on KeyBERT [17]. Our model performs
unsupervised clustering to extract topics from the abstracts of
all papers in our dataset. To improve accuracy, we additionally

train the model on all abstracts of arXiv papers labeled Cryp-
tography and Security. Overall, this dataset contains 38,553
abstracts of papers published between 1999 and 2024. We
then compare the number of CVEs in our A∗ conference
dataset with the paper topics predicted by our model.

Our results show that the 104 papers classified as related to
the topic of fuzzing mention an average of 7.6 CVEs per paper,
which is among the highest ratios observed in our dataset.
Similarly, microarchitectural security (59 papers) and browser
security (100 papers) feature a relatively high ratio of 1.5 and
0.86 CVEs per paper, respectively. On the contrary, CVEs
are far less prevalent in other research areas. The 101 papers
classified as adversarial machine learning and backdoors, for
example, contain 0.05 CVEs per paper, and 66 papers related
to differential privacy do not contain a single CVE. We make
similar observations for different subfields of cryptography
and privacy. Our observations hint at the differing importance
of CVEs depending on the research area.

� Takeaway #1: CVE usage in academia is steadily increas-
ing, especially in certain security research areas.

4 Qualitative Analysis of CVE Reception

We now qualitatively study the outcome of CVEs.

Collection. To contain manual effort, we limit our dataset to
papers published at the four leading security venues between
2020 and 2024. We then conduct a keyword search to find pa-
pers containing CVEs, yielding 304 papers. For each of these,
we manually extract all CVE IDs and determine the ones
that are claimed, i.e., a result of the paper’s contributions. We
discard those that are simply used, such as for benchmarking
purposes [21,48,56,57]. To ensure that our collection of CVE
IDs is exhaustive, we also automatically extract CVE IDs
using regular expressions and cross-check them against the
manually extracted CVEs. In total, we collect 1,803 claimed
CVEs over the 304 papers.

Labeling. Our goal is to identify the outcome of the bug as-
sociated with the CVE ID and to study maintainer agreement.
To do so, we identify the following seven outcomes:
Fixed (F): The issue has been rectified.

Confirmed (C): The issue has not been fixed, but project
maintainers have confirmed it.

Reserved (R ): The CVE record is still being withheld, such
that we can extract no further information.

Unsupported (U ): We see no maintainer reaction, but the
software appears unsupported, as it has no visible activity.

No-info (N): Publicly available information does not allow
the assessment of the outcome. This differs from reserved
CVEs, where, by design, no information is available. Here,
the absence of (sufficient) information is involuntary.
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Ignored (I): The bug report was ignored, yet the software
has seen further updates or commits.

Opposed (O): Project maintainers have disputed whether
the issue is a bug or whether it has a security impact (this
may not necessarily include an official dispute/reject via
MITRE’s system), opposing the assignment of a CVE.

These labels allow us to distinguish between outcomes where
both sides agreed (F, C), where we cannot judge the agreement
(R, U ), and where the project maintainers did not agree (I, N)
or outright disagreed with the CVE assignment (O).

To label CVEs, we rely on four independent researchers,
who are experts in the field of systems security and have
worked with vulnerabilities for between four and six years.
These researchers individually assess the outcome of each
CVE, with every CVE being independently assessed by at
least two individuals. This double coding ensures robustness
and consistency of our labeled data. For our labeling process,
we leverage the official CVE record and its linked resources,
in particular linked project repositories or bug tracker. Where
the CVE record contains insufficient information, we also
conduct Google searches. Our labeling was carried out be-
tween mid-2023 and the end of 2024. To resolve conflicts for
misaligned labels, we conducted a discussion among all four
experts to reach a consensus.

Labeling Limitations. Our approach is inherently tied to the
maintainers’ reaction, as we assume they are the authoritative
source to judge if a CVE should be assigned. This has two
risks: First, maintainers may choose not to assign CVEs to
qualified bugs due to error or deliberate considerations. For
example, a maintainer might be hesitant to assign CVEs in
an attempt to reduce reputational damage. Second, we do not
assess if assignments are reasonable (although we have, in
fact, observed assignments we considered questionable albeit
without maintainer opposition). Our analysis does not and
cannot capture these two aspects, as we are in general not
an authoritative source to judge if reports represent a valid,
security-relevant bug.

4.1 Analysis Results

Overall, 304 papers claim 1,803 CVEs, with an average of
5.9 and a median of 3 CVEs. 102 papers claim a single CVE,
whereas 54 papers claim ten or more CVEs, with two papers
claiming 71 each. A breakdown per year and conference is
given in Table 2. In line with the quantitative analysis from
Figure 1, USENIX Security is the most popular venue, fea-
turing 41 % of the claimed CVEs. From 2020 to 2024, the
claimed CVEs have more than tripled.

In terms of outcomes, 63 % (1,135) of the CVEs have been
fixed, and 3 % (54) have been confirmed. Thus, in 66 % of the
cases, both the reporter and the maintainers agreed upon the
CVE assignment. In some cases, we cannot assess the quality
of the CVE: 15 % (274) of the CVEs are reserved, leaving

Table 2: Analyzed CVEs from 304 papers by year and venue.
F C R U N I O Sum

2024 224 25 175 40 74 2 19 559
2023 309 18 25 22 35 12 12 433
2022 230 4 41 39 19 6 5 344
2021 242 3 22 0 18 1 7 293
2020 130 4 11 0 15 5 9 174

Total 1,135 54 274 101 161 26 52 1,803

USENIX 497 24 77 47 58 18 21 742
SP 271 22 78 50 48 5 12 486

NDSS 220 3 79 0 39 2 2 345
CCS 147 5 40 4 16 1 17 230

F(ixed); C(onfirmed); R(eserved); U(nsupported); N(o-info); I(gnored); O(pposed)

us with no information. A further 5.6 % (101) is assigned to
software that appears to be no longer supported. Depending
on whether the software is still relevant, this may represent a
benign or questionable assignment. Unsupported and reserved
CVEs amount to 21 % of all CVEs. Finally, there are several
CVEs of potentially questionable quality: In 8.9 % (161) of
the cases, the CVE records contain no information that allows
us to trace the outcome, and for 1.4 % (26), the project has
seen further activity but ignored the bug report associated with
the CVE. In these cases, we cannot judge whether project
maintainers agree with the CVE assignment. For 2.9 % (52)
of the CVEs we studied, the maintainers explicitly opposed
the CVE assignment.

� Takeaway #2: 63 % of the analyzed CVEs are fixed and
13 % are potentially problematic (N, I, O).

4.1.1 Unspecified and Reserved CVEs

Oftentimes, papers claim to have received CVEs but do not
specify the IDs, defeating the purpose of unique identification.
We observed 57 papers that claim a total of 981 CVEs without
specifying IDs, with three papers alone claiming 402 CVEs.
We cannot verify such claims. Similarly, we cannot analyze
CVEs in the reserved state, which occurs 274 times across
57 papers. A reserved CVE can be sensible for recent papers,
where the vulnerability is not addressed yet. However, 99 of
reserved CVEs were assigned to older bugs (before 2024).
For such older vulnerabilities, little reason exists to withhold
details, especially considering that MITRE suggests publish-
ing CVEs as soon as details are publicly known—which is
the case once details are released in a paper [41].

4.1.2 CVE Numbering Authorities

As of January 2025, MITRE lists 436 CNA partners [34].
Two of these, MITRE itself and CISA, officially function as
CNA-LR. 19 CERTs and 32 other entities can also assign
CVEs for third-party code (if not already covered by another
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Table 3: Analyzed CVEs per CNA. CNA-LRs (bold) are
responsible for almost all opposed and ignored CVEs. For
reserved CVEs, we do not know the CNA.

CNA F C R U N I O Sum

Mitre 402 6 ? 19 142 21 36 626
Snyk 69 3 ? 51 4 4 2 133

Red Hat 65 3 ? 0 0 1 5 74
VulDB 0 0 ? 31 6 0 6 43

Other CNA-LRs 133 9 ? 0 6 0 0 148
Regular CNAs 466 33 ? 0 3 0 3 505

Total 1,135 54 274 101 161 26 52 1,803

F(ixed); C(onfirmed); R(eserved); U(nsupported); N(o-info); I(gnored); O(pposed)

CNA), which we consider as CNA-LRs for this work, too.
Across the 1,803 CVEs in papers, we observe 66 different
CNAs, including six CERTs (from the Netherlands, Germany,
Japan, Switzerland, Taiwan, and the US) and 11 CNA-LRs
(MITRE, Snyk, GitHub, RedHat, GitLab, VulDB, Protect AI,
and others). The top five CNAs in terms of CVEs assigned
are MITRE (41%, 626), Snyk (8.7%, 133), RedHat (4.8%, 74),
Microsoft (4.3%, 62), and Apple (4.1%, 62).

Table 3 lists the analyzed CVEs per CNA. Expectedly,
MITRE, which is the number one CNA in terms of assigned
CVEs, is also the CNA assigning most of the opposed or
ignored CVEs. Across all CNAs, almost exclusively CNA-
LRs have assigned such CVEs—which is barely surprising,
as companies functioning as CNAs for their own products ver-
ify bugs before assigning a CVE. Only in three cases, ARM,
Zephyr, and Android have retracted a previously assigned
CVE. In contrast, CNA-LRs often assign CVEs without veri-
fication, possibly leading to opposition by project maintainers
who disagree with the report or its security sensitivity.

� Takeaway #3: CNA-LRs are almost exclusively the source
of CVEs that project maintainers do not agree with.

4.1.3 Paper Topics

We manually classify the primary topic of each paper (using
the conference track it was published in as well as title and
abstract) and list the CVEs sorted by topic in Table 4. In line
with the quantitative analysis of Section 3, we observe that
fuzzing is the field where most CVEs are assigned, making
up 38% of all assigned CVEs, followed by web security with
12%. Notably, almost all opposed CVEs are from papers that
aim to find bugs, such as fuzzing, web security, or bug finding.
This may indicate that researchers feel a need to demonstrate
their tool’s capabilities and push for CVEs even against the
will of the maintainers of the analyzed software.

� Takeaway #4: Research focused on finding bugs is more
likely to contain CVEs without agreement.

Table 4: Analyzed CVEs by paper’s primary topic.
Topic #Paper F C R U N I O Sum

Fuzzing 82 458 18 94 39 41 13 31 694
Web security 27 125 3 17 56 14 6 4 225

Network security 28 41 2 96 1 33 1 0 174
Security analysis 21 95 5 13 0 7 0 9 129

Bug finding 14 88 3 4 1 8 1 2 107
Embedded security 15 45 1 18 0 21 0 0 85
HW side channels 37 35 11 6 0 12 0 3 67

Crypto 18 41 6 6 0 7 0 1 61
Kernel security 5 54 0 0 0 0 0 1 55
Mobile security 12 43 1 0 0 0 0 1 45

ReDoS 3 20 0 0 4 6 0 0 30
Wireless security 9 20 1 7 0 0 0 0 28

Privacy 5 13 0 0 0 3 0 0 16
TEEs 5 7 0 2 0 5 0 0 14

Measurements 1 4 2 7 0 0 0 0 13
Program analysis 2 8 1 0 0 2 0 0 11
Supply chain sec. 2 6 0 0 0 0 4 0 10

Blockchain 2 2 0 4 0 0 1 0 7
Censorship 1 0 0 0 0 1 0 0 1

Social issues 1 0 0 0 0 1 0 0 1
Other topics 14 30 0 0 0 0 0 0 30

Total 304 1,135 54 274 101 161 26 52 1,803

F(ixed); C(onfirmed); R(eserved); U(nsupported); N(o-info); I(gnored); O(pposed)

Comparison to Prior Work. Schloegel et al. [46] studied
339 CVEs claimed by 35 randomly selected fuzzing papers,
finding that only 43 % of claimed CVEs have been fixed, com-
pared to 63 % in our more general dataset. We attribute this
difference to the different time frame (2018-2023), venues
(they also include the software-engineering conferences ASE,
ICSE, and FSE), and categorization methodology used. For
example, they treat duplicates as opposed, while we conser-
vatively mark them as fixed as long as a fix exists. The 304
CVEs we qualitatively analyzed included 98 of the 339 ex-
amined by Schloegel et al., whereas the remaining 241 CVEs
fell out of the scope of our analysis (either because they were
published before 2020 or did not appear at a security confer-
ence). Table 5 compares our dataset to theirs, mapping their
categories to ours on a best effort basis. Our classification
differs for six CVEs, three of which can be traced to different
methodologies. In the other three cases, nuances made a dif-
ference: We could not confirm a fix (we: confirmed vs them:
fixed), saw maintainer activity (we: ignored vs them: unsup-
ported), or did not see explicit disagreement (we: ignored vs
them: opposed). In any case, this comparison suggests that
several older fuzzing papers or those published in general
software engineering venues significantly contributed to the
many unfixed CVEs observed by Schloegel et al. [46]. Indeed,
we find that 54 out of the 69 CVEs that Schloegel et al. classi-
fied as ignored and that fall outside our analysis scope can be
attributed to only three papers.

� Takeaway #5: The high number of questionable CVEs
observed in prior work is not generalizable and depends on the
analyzed dataset, which is impacted by outliers.
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Table 5: Analysis results by prior work [46] and ours.
F C R U N I O Sum

This work 76 1 2 4 1 6 8 98
Schloegel et al. 76 0 2 5 – 4 11 98

F(ixed); C(onfirmed); R(eserved); U(nsupported); N(o-info); I(gnored); O(pposed)

4.1.4 Assessing Impact

One of our goals is to investigate whether CVEs assigned
to academic works actually increase the security of the ap-
plications studied or merely inflate the perceived impact and
burden the developers who have to deal with them. We found
a positive agreement (fixed, confirmed) for 1,189 CVEs, un-
certain impact (unsupported, no-info, ignored) for 562 CVEs,
and questionable impact for 52 CVEs. To further study papers
with uncertain or questionable impact, we analyze outliers by
looking at all papers that are three standard deviations above
average, i.e., that are above 99% of all papers in terms of
CVEs with uncertain or questionable impact.

To ensure a constructive debate and avoid finger-pointing,
we anonymize the identifiers of these outlier CVEs and refrain
from naming specific papers, authors, or institutions. Section 9
further documents our motivation behind this decision.

Questionable Impact. Our dataset contains four outliers,
which we refer to as Opposed-1,2,3,4.

Opposed-1 claims 18 CVEs, 6 of which have been opposed.
Out of these 6, 5 are officially disputed and 1 is officially
rejected. MITRE notes complaints of multiple third-parties,
stating these bugs do not qualify as security issues. Such a
correction by MITRE is rare, as the dispute process is tedious,
and the burden of proof is put onto the maintainers rather than
the reporter. Out of the remaining CVEs, 4 are reserved,
2 are assigned to unsupported programs, and 6 were fixed.
For two fixed CVEs, the discussions in the bug tracker do
not clearly indicate if the issues were fixed on purpose or
accidentally, as a maintainer refers to a prior commit or patch
with comments such as “I think this was fixed by” or “I think
this fixes it”. In the other four resolved cases, the developers
are grateful and clearly reference the report in a commit.

Opposed-2 claims 10 CVEs, 3 of which are disputed. The
first dispute pertains to a GitHub issue regarding a stack-based
buffer underflow vulnerability. A developer assumes the re-
port to be a false positive; the reporter refutes this thesis but
does not provide further evidence. Developers then conclude
the issue is not reproducible on their end. The second dispute
concerns a presumed double-free issue, which the developer
denies. The reporter responds and closes the issue without
further discussion. Finally, the third dispute concerns a null-
pointer dereference that the developers did not consider a
vulnerability in the last message before closing the issue. In-
terestingly, all three issues were closed as invalid long before
the paper could have been submitted, raising the question of

why the authors obtained CVEs and listed them in their paper.
Beyond the 3 disputed CVEs, the paper had 1 fixed CVE, 4
in unsupported targets, and 2 ignored ones.

Opposed-3 claims a total of 61 CVEs, 5 of which are op-
posed. 3 are officially disputed with a note reporting that “the
vendor position is that post-authentication issues are not ac-
cepted as vulnerabilities”. The remaining 2 face opposition
by developers stating that “[w]e don’t consider a vulnerability
anything that require administrator credentials to execute. Un-
fortunately there is no Filter to create CVE’s these days and
people can publish whatever they want”. Out of the remaining
CVEs, 15 are confirmed by the vendor, but all are accom-
panied by a public statement detailing that no updates will
be released, as the affected software entered the end-of-life
process. Similarly, 32 CVEs concern products that are end of
life (since 2013 to 2019), and the vulnerability reports have
not received a response from the vendor. MITRE even notes
for 12 CVEs that “the vendor was contacted early about this
disclosure but did not respond in any way”, a unique note we
have not seen with other CVEs. As far as we can tell, the af-
fected firmware was last updated in 2013, eleven years before
the paper was published. Finally, we were unable to ascertain
information for the remaining 9 CVEs.

Opposed-4 reports 11 CVEs, 6 of which are officially dis-
puted. For 2, the vendor “does not agree that this is a security
issue requiring a fix” and for the other 4 they argue the re-
ported issues assume an unrealistic threat model, where “the
user has to explicitly install a malicious app and [...] the
Android platform provides fair warnings”. For the paper’s
remaining CVEs, we were unable to obtain information in 4
cases, and 1 CVE is still reserved at the time of writing.

Uncertain Impact. Our dataset contains 5 outliers with
uncertain impact, one of which (Opposed-3) we already dis-
cussed. Three outliers, namely Uncertain-1, Uncertain-2, and
Uncertain-3 have been recently published in 2024, and the
majority (59/71, 23/33, 29/29) of their claimed CVEs are cur-
rently reserved. However, given the short time frame since
publication, we do not consider this to be problematic, and a
revisit of the CVEs after publication of the CVEs is required
to fairly assess their quality. Thus, we believe it makes more
sense to revisit these CVEs in the future.

This leaves us with only a single outlier not yet discussed:
Uncertain-4. This paper has claimed 71 CVEs, 2 of which
are officially rejected. The CNA withdrew both CVEs, as
further investigation revealed that neither was a security issue.
Beyond the rejected CVEs, the paper had 28 fixed CVEs,
2 ignored, 2 CVEs for which we were unable to find any
information, and, strikingly, 37 CVEs that were claimed on
unsupported projects.

Lessons Learned. Across all claimed CVEs, we find rel-
atively few questionable assignments. We do, however, ob-
serve papers that are clear negative outliers regarding opposed
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CVEs. Based on the timeline, the opposed CVEs, and even
some of the accompanying unopposed CVEs, appear to have
been reported in a way that suggests the primary intent may
have been to obtain a CVE designation, rather than to address
a pressing security issue. Opposed-1, for example, was ac-
cepted at a conference with earliest submission deadline in
January 2024, but the last modified date for its officially re-
jected CVE was in June 2023. Hence, the authors were likely
aware of the rejection at the time of submission. Opposed-2
is arguably worse: The developers communicated the inva-
lidity of the bug reports between late 2019 and early 2022,
and the first possible submission deadline of the paper was
in Summer 2022. Either case raises the question of why the
CVEs were included in the publication.The remaining two
outliers, Opposed-3 and Opposed-4, also appear to prioritize
CVE counts over improving software security and reporting
vulnerabilities. Either publication reported security issues that
are quite strongly rejected as not-a-vulnerability by the de-
velopers of the affected products. However, the authors of
Opposed-3 stated that their tool “discovered 79 unknown vul-
nerabilities on these 14 IoT devices and [we] reported them
to the vendors, of which 61 have been assigned with CVEs”,
giving the vendor disagreement no consideration. The authors
of Opposed-4 received their CVEs by reporting the vulnera-
bilities to the US Computer Emergency Response Team after
reporting to the vendor as well. While the vendor responses
to the reports are unknown, it is certain that they disputed the
resulting CVEs. Finally, Uncertain-4 also shows indicators
that CVEs were obtained for their own sake, as 2 were re-
jected and only 27 out of 71 were positively received by the
maintainers of the respective software.

4.2 Overarching Insights
Insufficient Threat Analysis. One frequent issue during
our analysis was a lack of threat analysis by the reporter. Sev-
eral publicly visible vulnerability reports contain some kind
of tool output, be it fuzzing or static analysis, without any
justification for how the found issue could be used to attack a
system. Reporting recoverable exceptions in Java libraries as
DoS vulnerabilities or simple wrapper functions for exec as
being vulnerable to command injection are among the sam-
ples we observed. An example is CVE-2020-28435, which
reports on a command injection vulnerability in a JavaScript
library that provides an abstraction to the ffmpeg command
line interface. It exposes a function called execute, which
directly passes its arguments to the shell. As the whole pur-
pose of this function is to provide an API for the underlying
exec functionality, the lack of sanitization is by design. Sim-
ilarly, command-line interface tools, frequently trivial ones,
are reported as containing command injection vulnerabilities.

Lack of Communication. Another frequent issue is a com-
plete lack of communication from researchers. After initially

reporting their findings, e.g., via GitHub issues, they fre-
quently leave the respective maintainers on their own. Main-
tainers then are often taken by surprise upon learning of
newly assigned CVEs for their projects. See, for example,
CVE-2021-34141, where the NumPy maintainers conclude
that the reporter “seem[s] like a known bad actor, lots of
bogus CVEs and no response after that anymore” [29]. As
another example, CVE-2020-20665 was first reported in a
GitHub issue. However, the reporter simply dumped output
from Clang’s LeakSanitizer and claimed the memory leak
looks like a double-free error. The maintainer acknowledged
and fixed the memory leak but disagreed on the double free.
The reporter did not discuss any security implications and did
not claim that the bug was a vulnerability—still, a CVE was
assigned and reported in a paper anyway. In another example,
a ReDoS vulnerability was reported privately to a maintainer
of a parsing library. In the patch, the maintainer thanked the re-
porters for their (responsibly disclosed) findings but explicitly
stated that a “CVE will not be assigned for this vulnerabil-
ity” [25]. Nevertheless, CVE-2021-29060 was assigned and
reported in a paper.

As all conferences mandate responsible disclosure, lack of
communication seems like a worrying trend. At times, we
encountered glaring cases where the information in the CVE
report directly indicates that no disclosure has taken place, for
example, for CVE-2021-40893, where the reporter-provided
reference specifies “Contacted maintainer?: No”.

Lack of Vendor Updates. A CVE entry can include mul-
tiple references that link to a technical issue description or a
statement thereof, the affected product, a patch if available, or
other additional resources. Unfortunately, not all types of re-
sources are always provided. Usually, the CVE entry includes
the technical description of the underlying vulnerability, as
otherwise an assessment by affected third parties is impossi-
ble. However, we found multiple CVE entries that only con-
tained references to a description of the vulnerability, without
references to the vendor’s response and without an indication
if the vulnerability was fixed. Some of these CVEs concerned
implementation flaws, where the only vendor-related refer-
ence was a link to the vendor’s online webshop. Others were
related to specification flaws, where the only vendor reference
was a link to the vulnerable specification, but without a con-
crete vendor response, e.g., CVE-2020-35473. All CVEs with
a similar lack of vendor responses were assigned by MITRE.

The missing information may be due to a lack of a (public)
response from the vendor or due to the CVE entry not having
been updated after the disclosure. Regardless, the result is
that others are often unable to determine if a vulnerability
was fixed or confirmed, limiting the value of the CVE. For
MITRE, the only requirement for a CVE to become public is
the existence of a reference describing the vulnerability. A
link to a public vendor response is not required.
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Redundant CVEs. We observed cases where multiple
CVEs were assigned to what was essentially a single bug.
For example, this can occur when two crashing inputs were
fixed by a single code change or when duplicated code, lo-
cated just a few lines apart, was assigned CVEs. This also
aligns with Schloegel et al.’s observation that multiple CVEs
were requested for different functions in the call stack, with
only one underlying bug [46]. The broader pattern appears to
be a focus on creating as many CVEs as possible. In our anal-
ysis, we conservatively counted such CVEs as fixed—unless
maintainers opposed the bug reports—even in cases where
we considered CVE assignments questionable.

5 Survey of Academics

To better understand what our community thinks of CVEs
and their use within academic papers, we conducted a survey
of 103 individuals within the security community in early
2024. We randomly selected 200 people from all members
that served on the 2023 Program Committees (PCs) of the
top 4 security conferences (after removing conflicts of in-
terests and members without a public email address). This
sampling aims at ensuring active community members while
limiting manual work needed to identify public contacts. Our
sample of 103 responses suffices to capture results that are
representative of the reviewer population (~750 individuals
at top 4 in 2023) at a 95% confidence level and 10% mar-
gin of error. We contacted the selected persons via email,
asking them to anonymously fill out our survey and share it
within their respective groups. Our motivation was to sample
a sufficient number of senior academics who have reviewed
multiple papers, and thereby gained a unique overview of the
process. Sharing the survey with the group aimed at capturing
the opinion of junior researchers, such as PhD students, too.

Survey Structure. Our survey follows multiple goals, struc-
tured into five main parts. The first group of questions is asked
before fully briefing the participants on the survey’s goal of
measuring how CVEs are used and thought of in the commu-
nity. Here, our goal is to capture a potential implicit bias.

Following this initial part, participants are briefed on the
subject of the survey. Subsequent parts then (1) test the knowl-
edge of the participants regarding CVEs, (2) capture their
behavior as academic authors, (3) capture their assumptions
as academic reviewers, (4) ask them how they believe the aca-
demic community should use CVEs, (5) perform an attention
check and request consent to process the participant’s answers
in accordance with best-practices for surveys, and (6) invite
participants to optionally share further stories pertaining to
CVE misuse or leave feedback. We list all content-related
questions in Appendix A and upload the survey to our arti-
fact. Honesty of participants’ responses is essential for the
validity of a survey. To address this, we employ a number of

safeguards: We conduct an explicit attention check, asking if
participants have responded truthfully. We use (few) repetitive
questions (e.g., Q24 and Q30), and we manually check the
data for bad patterns (e.g., participants that always selected
the leftmost answer).

When evaluating statistical significance w.r.t. observations
central to our conclusions, we apply the widely used and
accepted standard threshold of α = 0.05. In line with current
recommendations [4], we also provide the concrete p-values
as a continuous measure of (un)certainty.

5.1 Demographics and Domain Knowledge
103 participants have completed the survey, 102 of which
declared to have had prior contact with CVEs; the one re-
maining participant was not shown additional questions. The
majority of the participants are currently working in an aca-
demic context, with 68 participants declaring to be professors,
followed by 10 PhD students and 4 postdoctoral researchers.
15 participants declared that they work in an industry position.
We also asked the participants to select one or more fields
of research that their work focuses on. From their answers,
it becomes apparent that our participants come from a wide
range of different disciplines in security, from software se-
curity (53 participants), security in the context of machine
learning (22 participants), web security (21 participants), and
12 more areas. Almost all participants have experience as
authors and reviewers at academic conferences and journals.
Note that this implies participants may respond to both author
and reviewer questions; any bias they may hold is probably
carried over. We stress that this is a natural feature of peer
review, where authors review the work of their peers. Half of
our participants have actively requested CVEs, while the other
half are at least familiar with the concept. This underscores
the pervasive role of CVEs in the field of systems security. An
overview of the demographics of the participants is shown in
Figure 2, more details are provided in Table 7 in Appendix A.

5.2 Knowledge on CVEs
To assess our participants’ knowledge and perception of
CVEs, we asked them several factual questions (cf. Ap-
pendix A.2) based on the official CVE documentation.

Purpose & Reliability of CVEs. When asked about the pur-
pose of CVEs, almost every participant (95 %) answered cor-
rectly that CVEs are primarily intended to uniquely identify
a vulnerability. However, we also observe that many partici-
pants see CVEs as a way to determine the validity and impact
of a vulnerability: 21 participants agreed with the statement
that “A CVE acknowledges that a bug has a high real-world
impact”. Strikingly, 55 participants (54 %) believed that, if
a CVE has been assigned, the underlying bug has been ver-
ified as a mandatory step in the CVE assignment process.
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Professor (68)

PhD Student (10)
PostDoc (4)

Master student (3)
Other (Academia) (2)

Researcher (Industry) (13)

Other (Industry) (2)

Current
Occupation

Software
Security (53)

Web Security (21)

Network Security (18)

HW Side-Channels &
Cyber-Phys. Systems (15)

Formal Methods & Programming (9)

Machine Learning (22) Applied
Cryptography (18)

Privacy &
Anonymity (17)

Security Usability &
Measurement (14)
Blockchain &
Distributed Systems (5)

Other (4)

Research
Area(s)

Figure 2: Survey participants’ demographics; detailed information is provided in Table 7 in Appendix A.

A slight minority of 47 participants correctly answered that
validation of vulnerabilities is not a mandatory step in the
CVE assignment process. We note that we cannot rule out
misunderstandings regarding what verification implies in this
context; however, we see a statistically significant correlation
(at p = 0.01 < 0.05 = α ) of respondents believing CVEs to
be verified and thinking they mattered for paper acceptance
(Q15), when applying a Kruskall-Wallis test. Combined, these
misconceptions may inspire an unwarranted confidence in the
existence and impact of a vulnerability if a CVE is assigned.
This creates the risk that the value of obtaining a CVE in-
creases beyond uniquely identifying a bug to a perceived
certification of correctness and real-world impact of the de-
scribed vulnerabilities.

CVE Assignment Process. Overall, we observe that most
participants generally know about the existence of CNAs and
that CVEs can be assigned by MITRE (87 participants) and
software vendors if they are registered as CNAs (86 partici-
pants). However, our results reveal that misconceptions are
prevalent when examining the nuances of the process. For in-
stance, 37 participants suggested that a CVE can be assigned
by a third-party CNA even if the manufacturer of the affected
product is a CNA. Such behavior would, in most cases, violate
the CNA rules 7.3.1 and 4.1.2, as a CNA is only allowed to as-
sign CVEs for products within their scope (usually products
they operate or manufacture). Third parties, such as CNA-
LRs, are only allowed to assign a CVE if there is no CNA for
which the affected product is in scope. In addition, almost half
of our participants (49 %) did not know that the information
about which CNA has assigned the CVE is public.

Understanding the assignment process, the distinction be-
tween CNAs and CNA-LRs, and the availability of informa-
tion is crucial for requesting a CVE from the appropriate
CNA and assessing the credibility of a vulnerability already
identified by a CVE.

� Takeaway #6: There are widespread misconceptions about
the purpose and reliability of CVEs and CNA processes. Most
worryingly, 54 % of the participants incorrectly believe vulner-
abilities are always verified as part of the CVE assignment.

5.3 Authors’ Perspective

Reasons for CVEs in Papers. First, we asked the partic-
ipants to make forward-looking statements on whether and
why they would mention CVEs in papers. 71 % of the partici-
pants agree or strongly agree that they try to obtain CVEs for
vulnerabilities they discover, further supporting the hypothe-
sis that CVE assignment is seen as desirable in the community.
To assess the reasons behind this desirability, we asked our
participants whether they believe that CVEs help demonstrate
the practical impact of their work and that reviewers look for
CVEs when evaluating their paper. 76 % of our participants
somewhat agreed or strongly agreed that the presentation of
practical relevance of research results is bolstered by the pres-
ence of CVEs. This strong consensus further emphasizes that
CVEs are seen as a means to highlight the relevance and im-
pact of a discovered vulnerability. In comparison, whether
reviewers appreciate the presence of CVEs is more uncertain
to our participants. Particularly, 36 % of the participants nei-
ther agree nor disagree with the assumption that reviewers
look for CVEs, 42 % assume that reviewers check the pres-
ence of CVEs, and 22 % think that reviewers do not look for
CVEs in their papers.

When the participants were asked if reviewers brought up
CVEs in reviews for papers that did not claim CVEs, the ma-
jority (65 %) reported no such experiences. However, 35 %
reported that reviewers explicitly requested CVEs. One partic-
ipant even mentioned, “they wanted to hear about the security
relevance of the bugs (or they asked explicitly for CVEs as
a proxy for it). We learned our lesson”. This once again sug-
gests possible misconceptions about the value and purpose of
CVEs among both reviewers and authors.

Experiences with CVEs in Papers. We subsequently fo-
cused on the 50 participants who had published a paper in
the past that presented vulnerabilities for which CVEs were
assigned. First, we asked whether they think that obtaining
CVE(s) has made a difference for paper acceptance. 48 % of
the participants believe their CVEs had at least some impact
on paper acceptance, while 36 % are unsure about the impact
of CVEs, and 16 % somewhat or strongly disagree that CVEs
had an impact on paper acceptance. The experiences made
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by the subgroup of participants who have published papers
entailing CVEs thus roughly match the expectations of the
entirety of survey participants.

Factors Promoting CVEs as an Objective for Paper Ac-
ceptance. To assess which factors promote the authors’ im-
pressions of CVEs increasing the chance of a paper being
accepted, we calculate the pairwise Spearman’s rank correla-
tion coefficients between the authors’ answers to this question
and their responses to various other questions in our survey.
To maintain our significance threshold of α = 0.05 in the
presence of multiple testing of four hypotheses, we apply a
Bonferroni correction. This leads to an effective threshold
for statistical significance of α̂ = α/5 = 0.01, applied until
the next section only. First, we tested whether authors from
areas where CVEs are particularly common tend to think that
including CVEs in their papers has been crucial to increas-
ing the chance of paper acceptance. However, we observe
only very slight correlations between authors thinking that
CVEs played a role in paper acceptance and these authors
including “Software Security” or “Web Security” in their list
of research areas, at correlation coefficients of 0.11 (respec-
tively -0.11) at very low confidence levels (p=0.22, p=0.79,
both > α̂). Given our data, we can thus not deduce that in
the research areas of Software Security and Web Security,
authors particularly often observed that CVEs increased the
chance of paper acceptance. Likewise, we cannot identify a
statistically significant correlation (p = 0.95 > α̂) between
authors observing that their CVEs played a role in getting
their paper accepted and authors reporting that they primarily
obtain CVEs from MITRE, despite the significant share of
MITRE-assigned CVEs that we observed in Section 4.1.2.

Instead, we observe that assuming verification to be part
of the CVE assignment process correlates with participants
reporting that CVEs have increased acceptance chances at a
correlation coefficient of 0.37 and a very high certainty of
p = 0.005. We thus performed a Kruskall-Wallis test to verify
if there is indeed a statistical difference between the groups
who think that CVEs are verified as part of the assignment
process and those who do not. With p = 0.01 < 0.01 = α̂,
we confirmed that, indeed, participants who think that CVEs
are verified are more likely to think that CVEs have played
a role in paper acceptance. We see two potential reasons
for this: Either the authors who think that CVE-identified
vulnerabilities are verified indeed had all their vulnerabili-
ties verified by the affected vendor and promoted this in their
paper—which may be appreciated by reviewers. Alternatively,
the CVEs that the authors had reported were not verified, but
the authors still assumed so. In that case, their perception
of CVEs promoting paper acceptance may be either a non-
empirically provable observation, or the reviewers made the
same incorrect assumption. In either case, this indicates that
wrong assumptions on CVE assignment processes seem to
affect the writing process. This is also visible in another ob-

servation: The more authors think that the presence of CVEs
positively affected the paper acceptance decision, the higher
their agreement on the Likert scale that they mention CVEs in
the introduction of their paper (correlation coefficient of 0.41
at p = 0.001 < α̂). In contrast, the correlation coefficient of
0.303 between thinking that CVEs positively affected the pa-
per acceptance decision, and the authors agreement that they
mention CVEs in the abstract of their paper is not statistically
significant at p = 0.017 > α̂. Thus, it appears that authors
consider the abstract as a slightly less appropriate location for
CVEs, compared to the introduction.

� Takeaway #7: CVEs are seen as desirable and impactful
by authors, even if their influence on acceptance is unclear.

5.4 Reviewers’ Perspective
Implicit Bias. First, in the uninformed part of our survey
(cf. Appendix A.1), we wanted to measure the implicit bias
that CVEs possibly introduce into the reviewing process. We
asked the participants to give us their opinions on an excerpt
of a fictitious1 paper’s abstract. Half of the participants re-
ceived an excerpt that explicitly mentioned “several CVEs”
that were discovered using the fictitious technique described
in the paper, while the other half of the participants received a
nearly identical excerpt that just mentioned that the technique
found “several vulnerabilities”. We then asked the partici-
pants to rate this paper’s real-world impact on a Likert scale,
based on the excerpt. In this case, CVEs had no statistically
significant effect, as evaluating the response distributions us-
ing a Kruskall-Wallis test yielded a p = 0.13 > 0.05 = α.
Therefore, we observe no effect on the implicit, perceived
real-world impact by including CVEs into the fictitious ex-
cerpt, as the response distributions of both groups are similar.

Positive Impact of CVEs on Paper Perception. We then
briefed participants on the objective of our survey and, for this
part, filtered out participants without experience as reviewers.
We asked our participants whether they actively check for the
presence of CVEs (cf. Appendix A.3) during reviewing. 38 %
of the participants actively check for CVEs, 24 % are indiffer-
ent, and the remaining 38 % do not check for the presence of
CVEs. This may be a potential explanation for our previous
observation regarding implicit bias: Some reviewers do not
actively check for the presence of CVEs, and referring to a
vulnerability instead of a CVE may already be sufficient to
convey real-world impact. Nevertheless, when assuming four
reviewers per paper, there is a 85.22 % chance that at least
one reviewer actively checks for CVEs.

We thus suspect that CVEs may become more relevant in
the reviewing process once a reviewer has actively brought
up CVEs in a discussion or when they are actively sought

1We avoid real abstracts to avoid bias from familiarity.
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after during a discussion between reviewers. In cases where
we explicitly ask about the effect of CVEs, 45 % of the par-
ticipants consider a paper containing CVEs to be more likely
to have a real-world impact than a paper without a CVE. An
additional 27 % are indifferent on a paper containing CVEs,
and only 28 % do not assume that a paper with CVEs has a
higher real-world impact than a paper without CVEs. This
is in line with another result: 68 % of the participants think
that their impression of a paper is positively affected if a
paper contains CVEs. Consequently, again assuming four re-
viewers per paper, there is a 98.95 % chance that at least one
reviewer’s impression is positively affected by the presence of
a CVE and a 90.04 % chance that the the impressions of two
or more reviewers are positively affected. There is also almost
no downside for authors when including CVEs in a paper, as
only 2 % of reviewers somewhat agree that their impression of
a paper worsens if the paper reports CVEs. Therefore, CVEs
are likely to positively influence decision outcomes.

� Takeaway #8: With four reviewers per paper, mentioning
CVEs has a 99 % chance to improve at least one reviewer’s
impression of the work. Also, at least one reviewer will actively
look for CVEs with 85 % probability.

5.5 Academics’ Opinions on CVEs

Using CVEs as Identifiers and for Recognition. A ma-
jority of 63 % of the participants think that CVEs should be
used in academia, and a slight majority of 54 % thinks that
CVEs should be blinded during submission, for instance, by
replacing CVE identifiers by CVE-XXXX-XXXX. The latter is
particularly relevant since 54 % of the participants also think
that CVEs should be used to credit researchers, 21 % are in-
different, and 25 % believe that CVEs should not be used to
credit researchers for their discovery.

Using CVEs as an Impact Metric. While these findings
indicate that it seems to be an accepted, and potentially even
desirable, practice among academics to use CVE as a means
to be recognized for one’s work, our survey participants are
more critical with regard to the impact that a CVE should
have on paper acceptance. 67 % of the participants oppose the
idea that CVEs should impact the paper acceptance decision,
24 % are undecided, and only 10 % think that CVEs should
positively affect paper acceptance decisions.

These results stand in surprising contrast to the previous
parts of our survey, which suggest that CVEs have an im-
pact on paper acceptance from both authors’ and reviewers’
perspectives. Given that almost all of our participants are re-
viewers, it is unclear why their perception of a paper improves
(68 %) or why they believe a paper has more real-world impact
(45 %) when it includes CVEs, while simultaneously feeling
strongly that CVEs should not influence paper acceptance.

Table 6: Ways to demonstrate real-world impact, ranked by
area-under-curve of response distribution.

Rank Method ++ + 0 - --

#1 Evaluation on popular real-world targets 63 35 3 1 0
#2 Found bugs are likely exploitable 45 46 6 4 1
#3 Reproduction of existing bugs 31 45 12 12 2
#4 Reviewers can inspect and verify bugs 23 50 13 14 2
#5 A high number of found bugs 10 42 22 26 2
#6 CVEs were obtained for found bugs 4 41 36 17 4

From our data, we suspect that CVEs are inducing an unwar-
ranted, explicit bias: Once CVEs are actively brought up (e.g.,
during reviewer discussion), they might increase the paper
acceptance probability by suggesting a verified real-world
impact, although there is a high consensus that the presence
of CVEs should not positively affect acceptance probabilities.
Without access to the reviewing process, we cannot investi-
gate this hypothesis. Beyond our survey results, another data
point is that five out of 19 papers that claimed CVEs and
were accepted at IEEE S&P 2024 had the CVEs mentioned as
reason for acceptance in the publicly available meta reviews.

Alternative Impact Metrics. Different means of demon-
strating the existence and real-world impact of a vulnerability
could replace CVEs in papers. We presented our survey par-
ticipants with six different ways of how papers could demon-
strate real-world impact, and we asked them to state their
agreement with each option on a five-point Likert scale (cf.
Appendix A.5). Table 6 ranks the suggested methods based
on the agreement distribution among the participants, as quan-
tified by the area-under-curve of the cumulative distribution
function of responses.

Interestingly, our participants prefer all other presented
methods over using CVEs to demonstrate impact. Demon-
strating real-world impact through evaluation on popular real-
world targets was seen as the most favorable option, followed
by showing or arguing for exploitability of discovered vulner-
abilities. Besides these methods, which rely on the discovery
of new vulnerabilities to demonstrate real-world impact, our
participants also expressed that they appreciate the replica-
tion of existing, known vulnerabilities over purely mentioning
CVEs. These results indicate that there may be more effec-
tive ways of demonstrating real-world impact of a paper than
relying on CVEs. Given the problematic amount of miscon-
ceptions around assumed verification of CVEs that we pre-
viously discovered, relying on these alternative methods of
demonstrating real-world impact may be desirable to bolster
scientific integrity of published results.

� Takeaway #9: Academics do not want CVEs to influence
paper acceptance and prefer alternative impact metrics. Still,
CVEs appear to positively affect decisions.
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6 Dissecting the Root Causes

Before we provide recommendations on improving CVE uti-
lization in academia, we outline the fundamental root causes
leading to the present situation.

We primarily attribute questionable CVEs to the disconnect
between the “code owner”, i.e., maintainers or vendors, and a
CNA-LR tasked with determining the eligibility of a report
for a CVE. Without owning the code, no in-depth verification
is possible. Misaligned incentives and poor communication
result in the allocation of numerous low-quality CVEs, which
is further worsened by unclear procedures and ineffective
mechanisms to appeal these assignments.

Misaligned Incentives. Given the prestige of CVEs and
academia’s use thereof as a proxy for real-world impact, both
academic researchers and individuals strive to receive CVE as-
signments for their bugs. While not inherently bad, an overt fo-
cus on the CVE rather than fixing an actual problem may lead
to CVEs for questionable findings rather than only security-
relevant bugs. On the other hand, vendors serving as CNAs
for their own products may issue CVEs reluctantly to uphold
an impression of security.

Several participants in our study highlighted these mis-
aligned incentives in academia. One respondent asserted, for
instance, that “CVEs are not a good metric to evaluate a pa-
per’s impact due to both the possibility of self-reporting (with-
out often any verification from the vendor) and different poli-
cies/metrics different vendors apply”. Another respondent
acknowledged that “sometimes they [CVEs] are gamed to
influence paper decisions”.

Regarding the vendor side, respondents even more clearly
expressed that “certain vendors issue CVEs very reluctantly”.
One testimony reads that the vendor “rejected to assign a CVE
because they don’t want to (cannot) fix the bug”. Multiple
participants highlighted the vendors’ incentive to “protect
their reputation” or avoid a CVE that “looks bad for their
advertisement”; thus “some vendors do (implicitly) take the
CVEs on their products as kind of a ‘shame’, so they mostly
are not willing to issue”.

Lack of Verification. As CNA-LRs are, by design, not fa-
miliar with the underlying code for which a flaw was reported,
they cannot perform any in-depth verification. Typically, they
err on the safe side and assign a CVE instead of risking not
assigning one to a possibly exploitable vulnerability. The in-
herent gap between the “code owner” and CNA also makes it
challenging to ensure the bugs were responsibly disclosed to
maintainers (who simply may no longer be around to patch
the software). This enables the assignment of CVEs to find-
ings of questionable quality. Some respondents are aware that
“the verification process is very manual and rather subjective,
so I think inaccuracies are inevitable”. Another participant
acknowledged that “CVEs are wrongly assigned all the time

[...] quite liberally, too”. Indeed, at least one participant has
“seen papers mentioning CVEs they got that, after careful
inspection, are irrelevant or wrong”.

Ineffective Retraction. Once a finding is published, it
rarely undergoes retraction. While formal mechanisms to
dispute and even reject a CVE exist, they are rarely used in
pratice. Maintainers are often unaware of these mechanisms,
and thus do not attempt to reject a CVE [29]. Even when main-
tainers inform a CNA-LR such as MITRE, a CVE may not be
rejected: If the reporter maintains a different opinion, MITRE
may opt to simply mark the CVE as disputed, noting the dif-
fering opinions (regardless of underlying facts). Generally,
the effort to prove the absence of a vulnerability is pushed
onto the maintainer, who has to follow a multi-stage dispute
process [42]. Paired with subpar CVE records, where refer-
ences point to repositories or papers rather than bug reports,
verifying (and potentially rejecting) CVEs after assignment
is difficult and arduous.

7 Recommendations

We make six recommendations of varying invasiveness to
improve the use of CVEs in academia. Note that our recom-
mendations are explicitly intended to encourage community
discussion and are not meant to serve as definitive answers.
Hence, some recommendations are orthogonal, offering al-
ternative options within the decision space and leaving the
choice of direction to the community itself.

We structure the recommendations into three categories:
those targeting authors’ submissions, those aimed at enhanc-
ing peer review and artifact evaluation, and those addressing
broader issues beyond academia. We emphasize that reduc-
ing misuse benefits not just the academic community. Bogus
CVEs are already a burden to the maintainers. For example,
supply chain scanners may flag dependencies with known
CVEs [30], leading to end users requesting the release of a
fixed version, even if the CVE does not represent a security
vulnerability or bug.

7.1 Submission-Centric Recommendations
Imposing constraints on submitted papers may reduce incen-
tives to obtain CVEs solely for their own sake or ease the
identification of questionable CVEs during review.

Recommendation 1: Prohibit CVE Mentions. As the
wrong incentives for obtaining CVEs primarily arise due
to the need to persuade the reviewers during peer review,
a straightforward yet effective solution would be to prohibit
mentioning any obtained CVEs in the initial submission. This
would reinforce the true purpose of CVEs as mere identi-
fiers and eliminate incentives for authors to acquire CVEs
of questionable quality. Additionally, as certain projects or
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vendors do not file CVEs at all, this recommendation would
put bugs found in such projects on equal footing. Moreover,
citing obtained CVEs can lead to deanonymization, as the
details associated with CVEs often reveal the identities of the
reporters. This concern has prompted the IEEE S&P 2025
call for papers [1] to explicitly mandate the anonymization of
any claimed CVEs, raising the question of why CVEs would
not be prohibited entirely at submission time.

We emphasize that this recommendation does not entail
that authors cannot claim real-world impact in their submis-
sions anymore. Instead, authors would need to provide a more
nuanced argument for real-world impact, such as detailing
the vendor response and mitigations rather than solely refer-
encing a CVE number. Crucially, this recommendation does
not rule out legitimate uses of CVEs as unique identifiers in
academia, as authors can still request CVEs and include them
into the camera-ready version of their paper.

Recommendation 2: Require More Details. While we
personally do not believe CVEs should be used as a metric,
we recognize other community members do (see Q26). Hence,
a less drastic alternative could be to require mentioning more
details for obtained CVEs. For example, mandating the in-
clusion of the assigning CNA would be a logical step, as our
analysis clearly shows that a small number of CNA-LRs are
responsible for the vast majority of questionable CVEs. How-
ever, this recommendation assumes that reviewers are aware
of CNA quality and assignment processes, which is not al-
ways the case according to the results of our survey. Another
interesting detail to specify would be who requested the CVE,
whether it was the authors themselves (and if so, their reason-
ing) or the maintainers of a project. While good reasons exist,
almost all problems arise from authors contacting a CNA-LR
on their own rather than coordinating with maintainers. An-
other apparent solution might be to mandate the inclusion of
the CVSS score along with the CVE as a measure of impact.
However, CVSS has been repeatedly criticized [50,55,63] for
being an inherently inconsistent and biased scoring methodol-
ogy, limiting its reliability as a definitive measure of severity.

7.2 Reviewing Recommendations

Orthogonal to imposing additional constraints on authors,
program chairs can take further steps to prevent CVE misuse.

Recommendation 3: Clarify Expectations. We believe
it is worthwhile to inform PC members about expectations
surrounding CVEs. This could include explicitly highlighting
the pitfalls of treating CVEs as a metric, clarifying the CVE
assignment process to address the common misconception
that CVEs are verified (cf. Takeaway #6), and discouraging
or prohibiting the use of CVEs as indicators of real-world
impact in both private discussions and public meta-reviews.

If the community chooses to continue relying on CVEs and
builds upon Recommendation 2, program committee mem-
bers can be guided on which aspects of CVE-related informa-
tion may warrant closer scrutiny during the review process.
This can help ensure that CVEs with questionable or uncer-
tain impact do not lead to confusion. Ambiguous cases could
be referred to a Research Ethics Committee (REC) for further
evaluation. In addition to informing the PC, we recommend
that conferences clearly articulate their stance on the use of
CVEs in the call for papers, thereby setting expectations and
outlining any relevant constraints for authors.

Recommendation 4: Verification in Artifact Evaluation.
Given that USENIX Security recently moved to an open sci-
ence policy where the availability of artifacts is expected
by default, and other major security conferences similarly
adopted artifact evaluation, it is already an integral part of the
submission cycle. At this point in time, authors are no longer
anonymized, and artifact reviewers already need a certain
technical expertise to understand and verify the artifact. Thus,
a simple but effective recommendation could be to include
validation of CVEs as an expected part of the artifact evalua-
tion process. Like artifact evaluation itself, the default should
be a verification of CVEs or, if inapplicable, authors should
provide a valid explanation of why evaluation (or CVE verifi-
cation) cannot take place. We stress there are reasons beyond
the authors’ control that may prevent a verification during
artifact evaluation, such as when the maintainer applied for a
CVE and has not yet issued a disclosure, such that the CVE
remains in the reserved state. Papers found to contain mostly
questionable CVEs could be required to issue an erratum,
thereby imposing consequences for the misuse of CVEs.

7.3 Recommendations Beyond Academia
Since the issue is not limited to academia, outside stakehold-
ers may implement changes that affect our use of CVEs.

Recommendation 5: Verification during Assignment.
CNA-LRs could implement additional verification of bugs
before assigning a CVE. This is inherently challenging, as a
CNA-LR by definition is not familiar with the particular code
base. Still, any improvement in this realm would make the
system more robust. Interestingly, the opposite move, assign-
ing CVEs to any bug without verification regarding security
impact, as implemented by the Linux kernel, may lead to the
same effect, as CVEs will lose their prestige over time.

Recommendation 6: Simplified Dispute Process. While
it may not prevent questionable CVEs outright, establishing
a transparent, efficient, and well-documented appeal process
would allow maintainers to challenge CVE assignments more
effectively. Such a correction mechanism would help others
more easily recognize and disregard dubious CVEs, thereby
reducing CVE misuse over time.
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8 Conclusion

In this work, we have demonstrated that the use of CVEs
in academic security papers is steadily rising, highlighting
that CVEs are perceived as a proxy for real-world impact
beyond mere identification. A large-scale review of 1,803
CVEs across 304 A∗ papers revealed that some papers may
follow misaligned incentives in obtaining questionable CVEs.
Surveying more than 100 members of the security commu-
nity, we revealed widespread misconceptions about the CVE
ecosystem in our community. Many authors and reviewers be-
lieve that CVEs measure a real-world impact and are verified.
Based on our findings, we propose six actionable suggestions
on how to move forward in our use of CVEs in the academic
security community. We hope that our work and recommen-
dations can contribute to this ongoing debate.

9 Ethics Considerations

User Survey. As a reflective meta-science study that in-
cludes a user survey, our paper adheres to best practices for
conducting surveys to ensure ethical and rigorous research.
Prior to performing the user survey, our study plan and related
materials underwent evaluation and approval by the Institu-
tional Review Board (IRB) hosted at our institution. We also
consulted social scientists to review our survey design, in-
corporating their feedback to enhance the study’s setup and
ensure methodological rigor. To maintain transparency, we
provided participants with a detailed document outlining the
study’s purpose, benefits, and funding sources. Participants
were asked to review this information and provide informed
consent before deciding whether to join. They also retained
the right to withdraw from the study at any time without any
consequences. To ensure privacy and confidentiality, no data
that could identify individual participants of the study was
collected. Participants could voluntarily leave an email ad-
dress or contact us anonymously via email. Any data entered
in the feedback fields is considered sensitive and has been
removed before further processing. No personally identifiable
information or sensitive data will ever be released. Our survey
is GDPR-compliant.

Anonymization of Questionable CVEs. As part of this
work, we critically assessed the CVE assignments obtained
by fellow researchers. Among these, we identified several
outlier papers that claim CVEs with questionable or uncertain
impact (cf. Section 4.1.4). After extensive internal discus-
sion among the authors, we decided not to disclose individual
author names or paper titles in the submitted manuscript. Fur-
thermore, after considering input from the Research Ethic
Committee and the USENIX Security’25 reviewers, we de-
cided to also not disclose affected papers to the PC chairs of
the respective conference editions in which they were pub-

lished. We motivate and document our reasoning behind these
decisions below.

Most importantly, we emphasize that our goal is not to
blame specific individuals, institutions, or papers, but to in-
form and spark constructive discussion around a widespread
practice — i.e., using CVEs as a poor proxy for real-world
impact — that affects the entire community, not just a selected
few papers. In this respect, our decision to anonymize the an-
alyzed papers is in line with other meta-studies that critically
examine prior work [3, 11, 59].

The observed CVEs with questionable or uncertain impact
in Section 4.1.4 first and foremost reinforce our main argu-
ment that CVEs are an unreliable metric, but they may occur
for various reasons and do not necessarily constitute clear,
incontestable evidence of fraud. For example, authors may
have been simply sloppy or followed the (common) practice
of “overclaiming”, or there could have been circumstances be-
yond their control (e.g., an uncooperative vendor who wishes
to suppress CVEs to reduce perceived customer impact). Like-
wise, even CVEs that are associated with a fix may not nec-
essarily constitute cases where a CVE should have been as-
signed (for example, a CVE may be obtained without main-
tainer consent for a non-security-relevant bug). Therefore, in
the absence of objective evidence of bad-faith actions, PC
chairs have no clear basis to act on the information we can
provide. As a result, we see no benefit in sharing a list of
papers with unclear CVEs to the PC chairs. Moreover, do-
ing so could unintentionally imply that the issue is limited to
cases where problematic CVEs are identifiable solely by their
assessed status.

Note that our data sharing approach with two separate lists,
outlined in Section 10, avoids putting blame on people, while
still allowing for reproduction of the results presented in the
paper. Additionally, we stress that our analysis is based on
publicly available information viewable by anyone at any
time, including CVE records or published papers.

10 Open Science

To encourage future research and promote open science, we
publish analysis scripts and (non-sensitive) datasets with the
detailed qualitative analysis and survey results at https:
//doi.org/10.5281/zenodo.15611161 and https://gi
thub.com/mu00d8/cves_in_academia.

In particular, we release:
• our mapping of CVEs to outcome, albeit without con-

necting them to specific papers or authors;
• a separate list of papers qualitatively analyzed (not linked

to CVEs or outcomes);
• the raw survey results without personally identifiable

information;
• all scripts used for evaluation purposes.
For legal reasons, we do not release PDF files of papers or

any representation resulting directly thereof.
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Table 7: Survey participants’ demographics.
Current occupation
Academia Industry

Professor 68 Researcher 13
PhD student 10 Other 2
Postdoctoral researcher 4
Master student 3
Other 2

Research area or professional focus
Multiple answers possible.

Software Security 53 Machine Learning and Security 22
Web Security 21 Applied Cryptography 18
Network Security 18 Privacy and Anonymity 17
Hardware, Side Channels,
and CyberPhysical Systems 15 Security Usability and Measurement 14

Formal Methods and Programming 9 Blockchain and Distributed Systems 5
Other 4

Academic conferences: Authoring
Have you published at an academic conference or journal before?

Yes 97 No 5
Experience [years]

Min 2 Max 35
Median 11 Std.Dev. 6.27

Academic conferences: Reviewing
Have you reviewed for an academic conference before?

Yes 100 No 2
Experience [years]

Min 1 Max 30
Median 7 Std.Dev. 6.15

Experience with CVEs
Have you worked with CVEs before?

Yes, I requested or
received CVEs before 52 No, never heard of them 1

Yes, I have seen them before
(but I never requested
nor received one before)

50

A Academic Survey Results

We surveyed 103 participants, whose demographics are pre-
sented in Table 7. For full transparency, we make the full
survey available in our artifact. The distributions with the
absolute number of answers for the different questions are
provided below.

A.1 Implicit Bias
Q1 (variant A). Assume you are a member of the program committee of
a top-tier security conference and need to review a paper. Consider the
following excerpt from a (fictitious) abstract in which we have deliberately
omitted all unnecessary technical details:

Through an extensive evaluation of open-source projects used
in prior work, our technique discovered multiple, previously
unknown bugs resulting in several vulnerabilities.

Do you believe this paper would have real-world impact based on this
sentence?

Yes
Rather yes

Rather no
No

23
25

3
0

Please sort the following snippets from the above sentence according to
their relationship to real-world impact (strongest first, move by dragging).

1 2 3 4 5 6

17 15
10

4 5
0

12 12 12
8

3 4
9 9

4

15
8 65

9 7 4
10

16

5 4
11 12 12

7
3 2

7 8
13

18

# Relative Ranking

previously unknown [bugs] resulting in several vulnerabilities open-source projects
[projects] used in prior work discovered multiple [bugs] extensive evaluation

Q1 (variant B). Assume you are a member of the program committee of
a top-tier security conference and need to review a paper. Consider the
following excerpt from a (fictitious) abstract in which we have deliberately
omitted all unnecessary technical details:

Through an extensive evaluation of open-source projects used
in prior work, our technique discovered multiple, previously
unknown bugs resulting in several CVEs.

Do you believe this paper would have real-world impact based on this
sentence?

Yes
Rather yes

Rather no
No

16
30

3
2

Please sort the following snippets from the above sentence according to
their relationship to real-world impact (strongest first, move by dragging).

1 2 3 4 5 6

20
12

7
2 5 5

18

8 12
7

2 45 5 7
12 15

7
2 4 5 8

13
19

0

15 13 14

4 56 7 7 8 12 11

# Relative Ranking

previously unknown [bugs] resulting in several CVEs open-source projects
[projects] used in prior work discovered multiple [bugs] extensive evaluation

A.2 CVE Knowledge
Q2. Which of the following points applies to CVEs? (multiple options can
be checked)

A CVE is a unique identifier for a bug

A CVE measures the impact of a bug

A CVE acknowledges that a bug
has a high real-world impact

A CVE’s purpose is to credit security
researchers that find a vulnerability

97

44

21

22

Q3. CVEs can be assigned by. . . (multiple options can be checked)

Users of projects hosted on GitHub

MITRE

The vendor of the affected product if they
participate in the CVE program by reg-

istering as a CVE Numbering Authority

Maintainers of projects hosted on GitHub

Everybody

Third-party organizations if the
affected vendor does not par-
ticipate in the CVE program

Third-party organizations if the affected
vendor participates in the CVE program

1

87

86

8

6

24

37

Q4. CVE details (such as affected products) are publicly visible once a CVE
number is assigned?

Yes
No

40
62

Q5. If a CVE is assigned, this implies that the underlying bug. . .

Verification is not part of
the CVE assignment process

Has been verified *after* public
disclosure of the CVE as manda-

tory part of the assignment process

Has been verified *prior to* pub-
lic disclosure of the CVE as manda-
tory part of the assignment process

47

5

50

18



Q6. Information on whether a published CVE has been assigned by an
external entity or the vendor of the affected product is publicly available?

Yes
No

52
50

A.3 Reviewer Perspective

Q7. I explicitly check if a paper reports CVE(s).
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

13
25

24
26

12

Q8. If a paper reports CVEs, my opinion of it improves.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

16
52

22
6

4

Q9. If a paper reports CVEs, my opinion of it worsens.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

0
2

14
27

57

Q10. I believe a paper having CVEs is more likely to have real-world impact
than a paper without any.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

4
41

27
16

12

A.4 Author Perspective

Q11. Mentioning CVEs assigned to my work helps to demonstrate the real-
world impact of my paper.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

28
46

16
5

2

Q12. The reviewers of my papers check if I have obtained CVEs.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

13
28

35
11

10

Q13. I try to obtain CVEs for new vulnerabilities.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

29
40

17
9

2

Q14. In the past, have you obtained CVEs for bugs found by a method,
technique, or tool presented in a paper of yours?

Yes
No

51
46

Q15. Having obtained CVE(s) has made a difference for paper acceptance.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

9
15

18
6

2

Q16. Usually, we asked the maintainers/vendors to assign CVEs.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

13
15

9
8

5

Q17. The maintainers/vendors have requested CVEs without us having asked
them for CVEs.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

4
17

9
12

8

Q18. We usually requested CVEs directly from MITRE.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

5
12

17
6

10

Q19. We usually mention obtained CVEs in the abstract of a paper.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

15
16

4
8

7

Q20. We usually mention obtained CVEs in the introduction of a paper.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

24
19

3
2
2

Q21. Have you (or a co-author) contacted MITRE to request a CVE before?
If so, why did you choose to request the CVE directly from MITRE?

Yes
No

29
22

Q22. When having obtained and mentioned CVEs in your paper, did the
reviewers mention the CVEs in their reviews?

Yes in a positive way
Yes in a negative way

No

28
0

23

Q23. For a paper that did not report CVEs, have reviewers mentioned CVEs
in their reviews?

Yes they asked for CVEs

Yes for some other reason
No

14
4

33

A.5 Academic Opinions

Q24. Academia should not use CVEs.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

5
8

25
38

26

Q25. CVEs should be only a unique identifier for bugs.

19



Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

12
41

29
19

1

Q26. CVEs should be a metric (e.g., to measure real-world impact of found
bugs).

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

5
33

13
29

22

Q27. CVEs should be used to credit security researchers.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

12
43

21
18

8

Q28. CVEs should influence the decision of whether a paper is accepted or
rejected.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

0
10

24
29

39

Q29. CVEs should be blinded during submission (e.g., as CVE-XXXX-
XXX). Not blinding CVEs would allow reviewers to assess the validity of the
CVEs during their review, but authors would have to submit CVE requests
anonymously (and cannot take credit directly).

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

25
30

26
14

7

Q30. Authors should request the assignment of CVEs.
Strongly agree

Somewhat agree
Neither agree nor disagree

Somewhat disagree
Strongly disagree

8
29

45
13

7

Q31. What is your preferred way for a paper to underline its real-world
impact: A high number of found bugs.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

10
42

22
26

2

Q32. What is your preferred way for a paper to underline its real-world
impact: Reviewers can inspect and verify bugs (i.e., bugs are not blinded).

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

23
50

13
14

2

Q33. What is your preferred way for a paper to underline its real-world
impact: CVEs were obtained for found bugs.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

4
41

36
17

4

Q34. What is your preferred way for a paper to underline its real-world
impact: Reproduction of existing bugs.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

31
45

12
12

2

Q35. What is your preferred way for a paper to underline its real-world
impact: Found bugs are likely exploitable.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

45
46

6
4

1

Q36. What is your preferred way for a paper to underline its real-world
impact: Evaluation on popular real-world targets.

Strongly agree
Somewhat agree

Neither agree nor disagree
Somewhat disagree

Strongly disagree

63
35

3
1
0

B CVE Location

To better understand the context of academic use of CVEs, we
analyze the location of the CVEs mentioned in the paper. For
this, we leverage the OCR dataset, as it preserves the structure
of a paper. The location of a CVE in the paper may indicate
its potential use: While CVEs mentioned in the main parts
of the paper are more likely to indicate original contributions
by the authors, CVEs included in the reference section are
often citations to other CVEs. We visualize the position of
CVEs in papers as a normalized heat map in Figure 3, which
shows that the vast majority of CVEs appear in the references
or appendix of a publication. We also notice that papers that
claim many CVEs as part of their contribution do not mention
the CVE IDs early in the paper and rather have them in their
appendix or results section. Only 5.2% of the publications in
our dataset mention a CVE in their introduction section.

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Normalized Paper Text Position

Figure 3: A normalized heat map showing where CVEs appear
in the text of a publication for our dataset.
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