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Abstract
Zero Trust has emerged as a prominent paradigm for addressing
the limitations of perimeter-based security, gaining momentum
through policy mandates, industry adoption, academic interest, and
broader public discourse. Yet, little to none is known about how
cybersecurity professionals understand and interpret Zero Trust
for translation into practice and what roadblocks they perceive.

In this work, we present the first multi-sector study that inves-
tigates how cybersecurity professionals across U.S. government,
industry, and academia make sense of and translate Zero Trust
into practice through 27 semi-structured interviews. Across sectors,
participants consistently described Zero Trust as a promising shift
in security thinking, while expressing skepticism about the term
itself and the impressions it creates. When translating Zero Trust
into practice, they reported recurring patterns that span perceiving
value, planning, execution, and measuring progress, suggesting
that Zero Trust is less a destination than an evolving organizational
journey. Our participants highlighted several challenges stemming
from ambiguity in guidance, organizational culture, and domain-
specific constraints. Our results highlight the socio-technical nature
of Zero Trust adoption and identify opportunities for cross-sector
collaboration, policy guidance, and future research to better sup-
port the translation and realization of abstract security paradigms
such as Zero Trust in practice.

CCS Concepts
• Security and privacy→ Human and societal aspects of se-
curity and privacy.
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1 Introduction
Organizations today need to face credential compromises [68],
which allow outsiders to bypass traditional perimeter defenses
such as firewalls and VPNs. They also contend with large-scale
data breaches that not only cause financial losses, but also erode
public trust, compromise privacy, and require lengthy recovery ef-
forts [43, 71]. Traditional securitymodels assume that once access to
a network is granted, restrictions are minimal. Yet, as cyber threats
evolve, this assumption is increasingly challenged [31, 56] through
the concept of Zero Trust that advocates for continuous verification,
authentication, and authorization of all users, devices, and applica-
tions connected to the network [85]. Though its core principles have
existed for over two decades [18], Zero Trust has recently gained
significant attention through security frameworks [18, 26, 85], aca-
demic research [41, 44, 65, 83, 100], commercial tools [105, 113, 116],
and industry discourse [15, 23, 56, 66].

Zero Trust is now being operationalized across government, in-
dustry, and academia, though the drivers for adoption differ. In
U.S. government agencies [16], Zero Trust adoption has been ac-
celerated following Executive Order (EO) 14028 on Improving the
Nation’s Cybersecurity [35] and the accompanying OMB Memoran-
dum M-22-09 [107]. Enterprises are increasingly seeing value in
Zero Trust as a response to hybrid work practices and changing
threat landscape [115]. The Microsoft Zero Trust Adoption report
indicated that the shift to hybrid work has made Zero Trust the top
security priority for decision-makers, with 96% reporting that adop-
tion is critical to organizational success [67]. Academic research
priorities are also shifting, as seen in the National Science Founda-
tion (NSF) [72] and Department of Energy (DoE) [27] federal grants,
directing tens of millions of dollars toward Zero Trust principles
in secure cloud and critical infrastructure protection. Notably, the
2023 NSF Secure and Trustworthy Cyberspace (SaTC) solicitation
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explicitly called for work on “models and frameworks for trust in
computing, trust metrics, zero-trust architecture, trusted execution en-
vironments, and trust through transparency and accountability” [73].

Zero Trust is, therefore, engaged with across sectors in distinct
ways: academia shapes how Zero Trust is conceptualized and re-
searched, industry translates it into organizational strategy and
practice, and government agencies apply it through mandates and
policy. At the same time, Zero Trust is an intentionally abstract
security paradigm [85]. While this abstraction enables broad ap-
plicability across sectors, it can also introduce ambiguity, leaving
organizations to interpret and translate Zero Trust principles within
their specific constraints. To examine these interpretations across
sectors, we conducted a qualitative exploratory study using 27 in-
depth semi-structured interviews with cybersecurity professionals
representing U.S. academic, industry, and government organiza-
tions. We focus on professionals responsible for interpreting Zero
Trust rather than implementers who execute specific technical
controls, because these individuals shape how abstract security
paradigms are understood, prioritized, and acted upon [53]. More
specifically, these individuals shape organizational responses to
change by bridging high-level concepts with practical action [77].
Examining their understandings is therefore critical for uncover-
ing how abstract paradigms such as Zero Trust are interpreted and
translated across sectors [3]. This study provides the first empirical,
human-centered, multi-sector view of Zero Trust understanding
and translation by examining the following research questions:

RQ1: How do cybersecurity professionals responsible for inter-
pretation conceptualize and make sense of Zero Trust?

RQ2: How do cybersecurity professionals translate Zero Trust
concepts into practice and what patterns emerge?

RQ3: What challenges and constraints do cybersecurity profes-
sionals identify when interpreting and translating Zero Trust?

By answering these questions, our findings show that Zero Trust
represents a security paradigm shift characterized by an ongoing
journey from initial sense-making and interpretation to translation
and finally to navigating challenges that shape how Zero Trust
efforts are sustained over time. Across sectors, participants encoun-
tered Zero Trust through different professional contexts and entry
points; however, nearly all pointed to the NIST special publication
on Zero Trust [85] as a foundational reference for making sense
of Zero Trust (§ 5.1). While participants largely agreed with the
core definition of Zero Trust articulated in the NIST document [85],
they interpreted Zero Trust as a concept of “never trust, always
verify” and sometimes as a repackaging of existing security prac-
tices (§ 5.2), and a response to modern organizational contexts and
cybersecurity landscape (§ 5.3). At the same time, participants ex-
pressed skepticism toward the term itself, calling it a buzzword and
noting that its actual meaning could be misunderstood (§ 5.4).

Rather than following a fixed blueprint, participants identified
recurring patterns through which Zero Trust was perceived to
be translated into practice, including perceiving value, assessing
readiness and planning, selecting and adapting tools, establishing
organizational processes, and measuring progress over time (§ 6.1-
6.5). Participants envisioned Zero Trust adoption as an ongoing
process of evolving maturity rather than a one-time deployment.

Participants also discussed challenges that shape Zero Trust
efforts, including ambiguity in existing guidance and its transla-
tion beyond enterprise networks (§ 7.1), difficulties coordinating
change across organizational units, skill constraints, and budget
issues (§ 7.2), and contextual limitations, such as legacy systems
and vendor ecosystems (§ 7.3). Our work highlights the critical
need to bridge the gap between conceptual ideals and practical im-
plementation for equitable Zero Trust adoption, and we underscore
the importance of cross-sector collaboration, clearer guidance, and
policy design that remains resilient to hype (§ 8). By surfacing these
multi-sector perspectives, our work takes the first step to uncover
human-centered insights for Zero Trust understanding.

2 Background and Literature Review
We outline the history of Zero Trust, and draw on human factors
research to contextualize this socio-technical problem.
History of Zero Trust. The conceptual foundations of Zero Trust
date back to the 1990s, when researchers began to recognize that
traditional perimeter-based security models, referred to as “infor-
mation fortresses,” were insufficient for protecting information
systems [11]. In 2004, these ideas were further articulated with
the emergence of Zero Trust, when Paul Simmonds introduced
the concept of “deperimeterization,” arguing that security archi-
tectures should no longer rely on a well-defined network bound-
ary [92]. Around the same time, the U.S. Defense Information Sys-
tems Agency and the Department of Defense (DoD) proposed the
“black core” architecture, which advocated for securing individual
transactions [14]. These early shifts in security thinking culminated
in 2010, when John Kindervag of Forrester Research formally in-
troduced the “Zero Trust” framework [56], which rejected the idea
of a trusted internal network and instead called for security to be
enforced consistently across all layers of the infrastructure, irre-
spective of location or origin. As the idea gained traction, practical
implementations of Zero Trust principles also began to emerge,
such as Google’s BeyondCorp [105].

In 2018, Forrester Research expanded its vision through the Zero
Trust eXtended (ZTX) framework [18], identifying seven founda-
tional pillars. That same year, NIST Special Publication 800-207
offered standardized guidance for the architecture and deployment
of Zero Trust systems in enterprise environments [85]. Federal
guidance intensified with the EO 14028 in May 2021 [35], requiring
all U.S. government agencies to develop Zero Trust plans. CISA
responded with the Zero Trust Maturity Model (ZTMM) [19], which
introduced a phased roadmap across five pillars—identity, devices,
networks, data, and workloads—alongside cross-cutting capabili-
ties such as visibility, automation, and governance. The model was
updated to version 2.0 in 2023. The DoD’s Zero Trust Strategy [26]
established its own pillar model, overlapping with civilian guidance
but emphasizing operational and mission-critical contexts. Most
recently, in November 2025, the DoD released detailed Zero Trust
guidance for operational technology (OT) [24], highlighting grow-
ing interest in extending Zero Trust to mission-critical systems.

Although the Zero Trust movement originated in the U.S., it
rapidly drew global attention. For example, UK’s National Cyber
Security Centre (NCSC) followed suit and outlined eight core prin-
ciples for implementing Zero Trust in 2021. Most recently, in June
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2025, the National Cybersecurity Center of Excellence (NCCoE), a
NIST center, released SP 1800-35: Implementing a Zero Trust Archi-
tecture [69]. Developed in collaboration with 24 industry partners,
the guide provides 19 detailed example Zero Trust deployments
using off-the-shelf technologies to address real-world scenarios,
making it the most concrete guidance to date.
Existing Literature on Zero Trust. Academic research predomi-
nantly focuses on technical aspects, surveying Zero Trust compo-
nents, such as identity authentication, access control, trust evalua-
tion algorithms, encryption, and security automation [44, 100, 111].
These surveys map the technical landscape, but they overlook the
organizational dimensions of Zero Trust adoption. While one work
notes challenges including vendor lock-in, interoperability, and
legacy migration [101], these accounts do not reflect practitioner
perspectives from real-world implementations.

Recent studies [7, 41, 81] have explored broader strategic and
architectural concerns to offer high-level frameworks and recom-
mendations. A few studies [13, 52] have highlighted the disconnect
between academic research and practical implementation by re-
viewing both academic and grey literature [86]. Their findings
reveal that while academic research has primarily focused on ar-
chitectural models and performance improvements, practitioner
literature tends to emphasize organizational outcomes and migra-
tion strategies. Despite these efforts, neither perspective offers a
comprehensive view of Zero Trust adoption, particularly one that
integrates human and organizational dimensions.
Human Factors in Cybersecurity. Since its inception by Zurko
and Simon [117], user-centered security has focused on simplifying
security and privacy for end-users [2, 25, 45]. Moreover, research on
human factors has also highlighted how social behaviors [21, 110],
organizational roles [59], levels of expertise [50], and decision-
making processes [33] shape the adoption and effectiveness of
security practices. Specifically, researchers have begun to explore
the perspectives of security leaders and experts, such as Chief Infor-
mation Security Officers (CISOs), in shaping organizational security
posture [20, 87]. Across several studies, CISOs are portrayed as key
interpreters of abstract cyber risks who need to balance technical
execution with organizational dynamics, credibility-building, and
cultural integration tensions [5, 46, 108]. Recent work also explored
how the intra-organizational flow of information influences the
decision making about cybersecurity risk at the C-suite level [76].
Building on this work, we extend the literature by examining how
professionals across academia, industry, and government under-
stand and translate an emerging security paradigm, Zero Trust,
within their respective contexts. In doing so, we fill a gap in exist-
ing literature by uncovering the human side of Zero Trust, which
can inform collaborations, policy guidance, and future research.

3 Methods
To explore how the concept of Zero Trust is understood and in-
terpreted for translation, we designed a multi-sector qualitative
study. We conducted one hour-long semi-structured interviews [1]
with 27 U.S.-based cybersecurity professionals from government,
industry, and academia between November 2023 and July 2024.

3.1 Recruitment Process
We recruited 27 participants with Zero Trust familiarity and expe-
rience through a combination of purposive [32] and snowball [78]
sampling from government, academia, and industry. Government
participants (𝑛=7, G1–G7) were all federal CISOs. Two participants
were recruited through in-person engagement at a Zero Trust work-
shop, others via LinkedIn [62] outreach (𝑛=2) or referrals from previ-
ous participants (𝑛=3). Academic participants (𝑛=11, A1–A11) were
principal investigators identified through publicly funded grants
that referenced Zero Trust. We sent email invitations to randomly
sampled principal investigators. Out of eleven, one participant was
recruited via professional network and another through referral.
Industry participants (𝑛=9, I1–I9) were CISOs or security leads and
the most challenging to recruit due to limited public visibility and
time constraints [6]. We recruited them primarily through pro-
fessional contacts (𝑛=4), participant referrals (𝑛=3), and LinkedIn
outreach (𝑛=2). Recruitment required sustained effort over a nine-
month period. Overall, we sent 68 email invitations and 86 LinkedIn
messages, each accompanied by two follow-ups.

3.2 Interview Design and Data Collection
We designed the interview guide to elicit participants’ perspectives
across three key areas: (1) understanding of Zero Trust, (2) strate-
gies, patterns, and challenges, and (3) forward-looking perspectives
on its evolution.
Interview Guide. We began with rapport-building questions to
gather views on trust, trust-related risks, and verification in cyberse-
curity, followed by questions under each core area. In the first part,
we asked participants to reflect on their understandings of Zero
Trust, its differences from traditional models, and their experiences
engaging with Zero Trust guidance. In the second part, we explored
strategies for translation, cost and culture expectations, encoun-
tered/perceived challenges, and lessons learned. Lastly, participants
articulated their perspectives on the anticipated evolution of Zero
Trust and offered any final feedback or reflections.
Piloting. The interview guide was piloted with three cybersecurity
professionals: a system administrator involved in implementing
Zero Trust at a higher education institution and two academic cy-
bersecurity principal investigators researching Zero Trust-related
topics. The system administrator’s pilot helped refine question clar-
ity and phrasing, ensure topic coverage, and improve conversational
flow. The academia pilots’ feedback confirmed the guide’s suitabil-
ity for participants from academic settings to gather conceptual
(and practical) nuances related to Zero Trust.
Data Collection. The primary author contacted, received consent,
and interviewed all study participants. Recruitment was conducted
through email and LinkedIn outreach, using a standardized message
and a consent form that explained the study’s purpose, procedures,
time commitment, and compensation. After providing consent, par-
ticipants completed a brief demographic survey. Interviews were
then conducted via Zoom using a semi-structured interview pro-
tocol and lasted 39–109 minutes (mean = ~66 minutes). At the
beginning of each interview, the interviewer introduced the study,
reviewed participant rights, explained that any sensitive informa-
tion would be anonymized, and obtained verbal consent to record.
After the interviews, participants were thanked, invited to share



CCS ’26, November 15–19, 2026, The Hague, Netherlands Soneji et al.

Table 1: Coding Progression and Codebook Development

Phase Transcripts 𝜅

Initial open coding: Initial themes, codebook created 9 0.76
Round 1: Added themes and open codes (+4) 13 0.70
Round 2: Refined and structured themes (+3) 16 0.71
Round 3: Refined theme definitions, minor code additions (+3) 19 0.76
Final validation: Codebook finalized (+3) 22 0.75
Independent coding: Remaining transcripts (+5) 27 —

final thoughts, and asked to recommend potential participants. Par-
ticipants were then offered a $50 compensation, which 11 declined.
Interview recordings were transcribed using Zoom and manually
reviewed by the primary author for accuracy. Personally identifi-
able information (PII) was then removed, and participants were
assigned anonymized identifiers prior to analysis. Details of our
replication package are provided in the Open Science section.

3.3 Data Analysis
We performed inductive thematic analysis [12] on the interview
data usingMAXQDA [82]. Two researchers with prior experience in
qualitative human-centered security research independently began
open-coding [96] on a subset of nine transcripts, equally sampled
across all sectors. We coded them in batches of three, followed
by collaborative meetings with the team to discuss emerging pat-
terns. These open-coding sessions informed the development of
an initial codebook, which was then applied to the same nine tran-
scripts to assess the relevance, clarity, and coverage of the codes.
We then iteratively refined the codebook through repeated rounds
of double-coding [48], team discussions, and inter-rater reliability
(IRR) checks using Cohen’s Kappa (𝜅) [64], summarized in Table 1.
This iterative approach is considered best practice in human factors
security research to enhance coding rigor and transparency [74].
After double-coding 22 transcripts, we observed thematic satura-
tion (i.e., no new major themes emerged), consistently reached
substantial agreement on code application (𝜅 ≥ 0.70), and finalized
the codebook. We therefore did not recruit additional participants
beyond those already scheduled. The remaining five interviews (1
government, 2 industry, 2 academia) were coded by the primary
researcher using the finalized codebook, while keeping the second
coder updated. Throughout the analysis, our research questions
guided coding decisions and codebook refinement. We organize
our results around the major themes and subthemes that emerged
from the analysis, together with the five-stage translation process
presented in Section 6.

3.4 Limitations
Our study aims to surface nuanced, human-centered insights into
how Zero Trust is understood and navigated across sectors. As an
exploratory qualitative study, our findings are context-dependent
and intended to provide analytical rather than statistical generaliza-
tion. Despite the double-coding process and iterative codebook re-
finement, our coding involved interpretation, and other researchers
might organize the data differently.

Purposive sampling allowed us to target experienced profession-
als across sectors, but it inherently limits randomness and may
introduce self-selection biases from those already interested in
or engaged with Zero Trust. While our participants span diverse

Table 2: Participant Demographics

Gender #A #G #I
∑

Man 10 7 7 24
Woman 1 0 2 3

Current Job Title #A #G #I
∑

CISO (or similar) N/A 5 5 10
Research Professor 6 N/A N/A 6
Research Scientist (or similar) 3 0 0 3
Cybersecurity Director (Academic) 2 N/A N/A 2
Security Architect/Engineer N/A 1 1 2
Zero Trust Program Manager 0 1 0 1
Others (e.g., Consultant, Self-employed) 0 0 3 3

Organization Sector #A #G #I
∑

Education and Research 7 0 1 8
Information Technology (IT) 1 0 5 6
Non-Profit and Others 3 1 2 6
Healthcare 0 4 0 4

Familiarity with Zero Trust #A #G #I
∑

Extremely Familiar 5 7 5 17
Moderately Familiar 5 0 4 9
Somewhat Familiar 1 0 0 1

Areas of Expertise relevant for Zero Trust #A #G #I
∑

Network and Endpoint Security 8 7 7 22
Identity Governance and Access Control 6 7 8 21
Cloud Data Protection and Encryption 2 7 9 18
Cybersecurity Policy and Strategy 6 6 5 17
Risk Assessment and Management 3 7 4 14
Others 1 0 5 6

A: Academia, G: Government, I: Industry, N/A: Not Applicable

roles, responsibilities, and sectors, we did not systematically sam-
ple for diversity within each sector (e.g., organization size, region,
or research subfield), so some nuances may therefore be under-
represented. Although our participants were based in the United
States, organizations worldwide adopting Zero Trust must similarly
translate high-level principles into operational practices, coordinate
across technical and organizational stakeholders, and balance secu-
rity goals with existing workflows. As Zero Trust adoption expands
globally, future work should examine how regional regulatory, cul-
tural, and organizational contexts shape these translation processes
and the extent to which our findings generalize beyond the U.S.
context. We may have missed perspectives from individuals with
differing levels of opinions on Zero Trust (e.g., from those holding
strong negative views of the concept). We sought to mitigate this
through semi-structured interviews that encouraged elaboration
and follow-up. However, the data is shaped by what participants
chose to share and how they framed their experiences.

Finally, our participants primarily occupied leadership, decision-
making, or research roles. While this aligns with our goal of explor-
ing Zero Trust sense-making and translation, it may not represent
the day-to-day practices and challenges of engineers, operators,
and frontline security teams. Future research can build on this work
by examining how the interpretations identified here are enacted
at the ground level, how they evolve over time as deployments
mature, and how Zero Trust is understood and implemented across
a broader range of organizational and global contexts.

4 Participants
In total, we interviewed 27 cybersecurity professionals representing
academia (𝑛=11), industry (𝑛=9), and government (𝑛=7), categorized
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by their primary organizational affiliation. Table 2 outlines partic-
ipant demographics. Participants reported an average of over 18
years of professional cybersecurity experience and predominantly
held senior or leadership roles, positioning them to interpret Zero
Trust within their organizational or research contexts. Most were
affiliated with large organizations (𝑛=24) and operated in envi-
ronments handling sensitive data (𝑛=25), such as health records,
financial information, proprietary business assets, and research and
educational institute data. They reported expertise across technical
and governance areas relevant to Zero Trust (Table 2). Twenty par-
ticipants (government = 7, industry = 8, academia = 5) indicated that
their organization was either implementing or considering Zero
Trust. All participants reported at least some familiarity with Zero
Trust. To contextualize the participants’ self-reported Zero Trust
familiarity ratings, we analyzed participants’ open-ended responses
to: Please provide details regarding your selection of familiarity with
Zero Trust, in which they reported how Zero Trust related to their
research and professional activities.

Most academic participants’ engagement with Zero Trust was
shaped by research agendas and collaborations, rather than by di-
rect responsibility for organizational deployment. They described
investigating how Zero Trust could be adapted to environments
with domain-specific constraints, how policies could be defined and
interpreted across systems (e.g., 5G, energy, and transportation),
and how commercial communication infrastructure could be used
in government or defense settings not originally designed with
hardened security assumptions. They also engaged with Zero Trust
through reading relevant literature, incorporating it into course-
work, and collaborating with federal or industry partners. Out of
eleven, one academic participant was affiliated with a research cen-
ter, and two worked closely with non-profit organizations where
they led and supported Zero Trust research and guidance initiatives.

For all government participants, Zero Trust engagement was
driven by policy mandates, with roles focused on oversight and
accountability rather than executing individual technical controls.
Their work centered on interpreting Executive Order 14028 [35]
and OMB M-22-09 [107] and developing agency-level strategies
and plans. They also reported working in complex environments
involving legacy systems, coordination across organizational units,
and interactions with external stakeholders such as vendors.

Our industry participants reported engaging with Zero Trust to
improve organizational network security postures, consult on Zero
Trust strategies, author Zero Trust guidance, conduct Zero Trust
workshops, and research the feasibility of Zero Trust within their
respective domains. Five participants were CISOs or security leads,
including one who had left within six months of the interview time
and reflected on prior Zero Trust-related work. Three participants
were independent security consultants providing Zero Trust guid-
ance to industry and government organizations. One was a Zero
Trust research lead at a nonprofit organization.

5 Conceptualization and Sensemaking (RQ1)
To understand how cybersecurity professionals make sense of Zero
Trust, we asked participants about their initial exposure to the
concept, key sources of reference, and interpretive frames used to
reason about what Zero Trust is and what it promises.

5.1 Entry Points and Sources of Understanding
Participants across all sectors commonly grounded their under-
standing of Zero Trust in shared origin narratives and authoritative
reference materials. During the interviews, all participants refer-
enced John Kindervag’s white paper [56] as a key origin point, with
several referring to him as “the father of Zero Trust” (G4). Beyond
this, they engaged with Zero Trust through a mix of foundational
resources, vendor materials, and the EO 14028 [35].

Academia participants (A1, A2, A3, A6) approached Zero Trust
through institutional interest and research on identity management,
cloud security, and access control. In forming their understanding,
they relied on foundational documents such as NIST 800-207 [85],
CISA maturity model [19], and MITRE ATT&CK [97]. Several aca-
demic participants also consulted industry-authored resources such
as BeyondCorp [105] or BastionZero tutorials [10] for their opera-
tional clarity. Meanwhile, A8 expressed concern about the prolifer-
ation of vague or vendor-driven materials, warning against being
“thrown down a Zero Trust rabbit hole” and added: “People throw
[Zero Trust] into everything these days.”

Most industry participants often began with “publicly vetted
baselines” (I2) such as NIST 800-207 [85] (“excellent foundational
document,” I6) and CISA maturity model [19]. I6 called Beyond-
Corp [105] “a huge gift to the industry,” and I3 emphasized the role
of Gartner [40] reports to translate abstract principles into orga-
nizational contexts, support tool evaluation and facilitate internal
buy-in. According to I4 and I5, Zero Trust evolved from theoretical
reports to something that vendors market aggressively without
technical grounding (“Vendors love marketing,” I5).

All government participants’ engagement was triggered by EO
14028 [35] and OMB M-22-09 [107]. They noted relying heavily on
NIST [85] and CISA [19] documents to interpret mandate expec-
tations. G2 and G4 blended multiple frameworks to guide agency-
specific strategies. Beyond formal guidance, participants, such as
G7, emphasized experiential learning, noting that understanding of-
ten develops “from the scar tissue of others.” G2 described the “crawl,
walk, run” approach to discuss Zero Trust maturity, treating it as a
gradual and evolving concept rather than a binary state (§ 6.5).

5.2 Conceptual Understanding
After describing how participants first encountered Zero Trust
and the sources they relied on, we next describe how participants
conceptualized Zero Trust. Almost all participants agreed with NIST
SP 800-207’s definition of Zero Trust: “Zero trust is a cybersecurity
paradigm focused on resource protection and the premise that trust
is never granted implicitly but must be continually evaluated” (p.
4, [85]). However, their responses indicated that they understood
Zero Trust beyond this formal definition.

Across sectors, almost all participants emphasized that Zero
Trust should not be understood as a specific technology, product,
or deployable system. Instead, they characterized it as a concep-
tual approach to security. An academic participant regarded Zero
Trust as “a philosophy... not a method or a framework” (A3), while a
government participant called it “just a concept” (G1).

5.2.1 “Never trust, always verify” as a core logic. All participants’
conceptual understanding of Zero Trust was closely tied to the
principle of “never trust, always verify.” The idea of trust based
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on network location, user role, or past authentication was unani-
mously rejected. G1, along with eleven other participants, reminded
that “trust implies vulnerability and the word is inherently flawed.”
Participants, therefore, used this idea to explain how Zero Trust
departs from earlier security models that rely on implicit trust based
on network location, role membership, or prior authentication. G3
framed Zero Trust as a shift “from implicit trust to dynamic, explicit
trust”. Several participants described Zero Trust in functional terms,
such as ensuring “the right people get access to the right resources at
the right time” (A3), but emphasized that access decisions should
not be made once and assumed to remain valid. As one government
participant, G2, explained that if “you are a user and want to access
something, In Zero Trust, I’m going to keep checking you. In a non-
Zero Trust setting, I’d probably let you go and say have a nice day.”
Similarly, A10 framed Zero Trust as “the art of not trusting until
convinced otherwise.” According to some of our participants, with
Zero Trust, trust was not eliminated, but treated as conditional and
was continuously reassessed to contain evolving risks (I7, § 5.3).

5.2.2 A reframing of existing security principles. 22 participants
viewed Zero Trust as closely connected to familiar principles of
least privilege and defense-in-depth. As A8 noted, “at its root, it’s
least privilege,” while I5 stated: “The principles of Zero Trust are
an extension of security principles that have existed for 30 years.”
At the same time, they also emphasized that Zero Trust reframes
how these principles are applied.

Eight participants criticized traditional role-based access control
(RBAC) [89] as too coarse for modern Zero Trust environments, not-
ing that access decisions increasingly require accounting for specific
identity distinctions and contextual factors. As G6 shared, access
decisions increasingly depend on details such as “whether you’re
a federal employee or a contractor.” In this context, participants
mentioned attribute-based (ABAC) [54] and relationship-based (Re-
BAC) [38] models as examples of how Zero Trust extends existing
access control ideas rather than replacing them as these models
shift security decisions from static group memberships to dynamic,
context-aware controls.

Several participants also emphasized that Zero Trust shifts the
trust boundary, moving away from network-based security toward
data-centric security practices. G2 explained: “In Zero Trust, the
network becomes less of the security enforcement and more of the
transport. I’m moving the authority away from the network and doing
microsegmentation1 around the data”.A7 similarly said that “security
is about [protecting] data.” Overall, participants considered Zero
Trust to prioritize protection of (sensitive) resources rather than
reliance on perimeter controls.

5.3 Perceived Benefits of Zero Trust
Participants pointed to several perceived benefits of Zero Trust that
shaped how they made sense of the paradigm.

5.3.1 Containing modern attacks and limiting blast radius. Twenty
participants viewed Zero Trust as a timely response to modern,
high-profile cyberattacks that rely on credential compromise [63,

1Microsegmentation means dividing the network into smaller, isolated zones, each
with its own set of security policies and access controls [91].

68] and lateral movement.2 I7 cited the Scattered Spider hacking
group [17], known for identity hijacking, to explain why Zero
Trust’s emphasis on combining identity, device posture, and con-
textual signals resonated with them.

Ten participants referred to Zero Trust as embodying an assume-
breach mindset, reframing security from prevention-only to con-
tinuous damage containment. I7 explained that “Zero Trust always
assumes that you are breached... and builds solutions to reduce threat
actors’ time within your environment.” A3, G3, and G6 praised Zero
Trust for its ability to limit the blast radius of attacks by tightly
controlling lateral movement through continuous authentication,
authorization, and verification. This containment logic was seen by
participants as a marked departure from earlier perimeter-based
models. A7 pointed out that perimeter defenses failed in breaches
such as RSA [42], Chase [84], OPM [39], where attackers roamed
freely once inside. A11 went further: “Stuxnet [34] had 87 places
where Zero Trust would’ve blocked it.” A4 acknowledged that “Zero
Trust doesn’t solve everything, but it raises the cost for attackers... It
deters amateurs and slows professionals.”

5.3.2 Adapting to distributed work environments. Ten participants
regarded Zero Trust as better aligned with environments where
users, devices, and resources are highly distributed. Pandemic-
induced remote workforces were cited as contexts where perimeter-
based trust assumptions no longer hold. A1 argued that organi-
zations with “mobile workforce[s], third-party vendors, and supply
chains” are well-suited. Similarly, I2 shared that fine-grained access
needs and growing identity complexity “should drive Zero Trust
architecture.” Industry participants often grounded this reasoning
in their own organizational experiences. I7 reflected that in a 98%
remote company, “rather than putting in VLANs... we looked at imple-
menting Zero Trust tied to identity.” I4 noted that early remote-work
security changes in 2020 initially seemed effective, but later re-
vealed lingering implicit trust, highlighting the value of Zero Trust
in surfacing hidden trust assumptions.

Migrations to the cloud further reinforced these views. G5 ques-
tioned the relevance of traditional perimeter defenses in cloud en-
vironments, asking, “Where’s that perimeter when it’s in the cloud?
There is no address for you to protect.” A5 emphasized its relevance
across mobile, cloud, and cyber-physical systems. I7 emphasized
that organizations transforming their technology stack are more
likely to benefit from adopting Zero Trust, “as their identity and
authentication methods begin to improve.”

5.3.3 Supporting scale, asset criticality, and business continuity. Or-
ganizational scale and asset sensitivity were considered factors that
shaped Zero Trust’s perceived value. G4 noted that “least privilege
got lost” amid scale and speed demands and according to I2, “the
value and sensitivity of assets and the number of different identities to
authorize” should shape Zero Trust decisions. Startups were often
seen as better positioned to realize Zero Trust. I7 described them
as “the unicorn version of Zero Trust... the best of the best,” free from
inherited technical debt and legacy infrastructure unlike most com-
panies, where “it’s [Zero Trust is] layered atop what already exists.”
We expand on legacy-related barriers in Section 7.3.

2Lateral movement refers to the process of moving through the network after gaining
initial access to search for high-value assets [9].
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Moreover, eight participants connected Zero Trust’s value to
business continuity. G5 said it can mitigate compromise while min-
imizing disruption to mission-critical operations. A6 and I2 noted
that it helps embed authentication and authorization into system
design, helping organizations protect assets while scaling securely.
Several participants framed Zero Trust as enabling better security.
G2 highlighted, it can help organizations move from check-box com-
pliance to effective security: “Compliance says, ‘you need authentica-
tion’—so people say ‘okay, username and password.’ That’s compliant,
but not effective... Zero Trust pushes you toward effectiveness.” G7
believes non-federally mandated organizations will “embrace” Zero
Trust and I6 shared that even less mature enterprises will be drawn
by the strong interest and momentum. I7 reinforced this perspective:
“Back in the day, moving to the cloud was a big no-no... But now [all
big banks] have a presence in [one of the big three cloud providers].
That shift has already occurred. So, we’re going to see more and
more companies implement some version of Zero Trust.”

5.3.4 Integrating fragmented security. Eight participants also re-
garded Zero Trust as valuable for addressing fragmentation caused
by traditional security approaches. For example, prior research
shows that VPN-centric and firewall-based approaches have been
difficult to manage at scale and are frequently misconfigured [109].
Reflecting on this challenge, A2 framed Zero Trust as beneficial be-
cause it provides a more unified way to reason about security across
complex environments. Some participants also linked technical
fragmentation to organizational silos. G2 described prior security
efforts as “stovepipes of excellence,” where identity, networking, and
endpoint teams operated independently, often without a shared
architectural view. They added: “The data pillar, the application
pillar, the network pillar, the endpoint pillar, and the identity pillar all
come together” in Zero Trust. I5 summarized this shift by framing
Zero Trust as moving security away from decentralized enforce-
ment toward a more integrated approach that supports coordinated
security decisions across the organization and its processes (§ 6.4).

5.4 Semantic Ambiguity and Skepticism
Across sectors, “Zero Trust” was perceived as simultaneously pow-
erful and problematic. Several noted that the phrase is “catchy”
(G7) but poorly specified, which complicates shared understanding
and communication. As A2 remarked, “it’s a big buzzword, there’s
not a lot of consensus on what it means.” Others highlighted that
“zero” trust is misleading or conceptually unrealistic. A8 remarked,
“people say verify everything, but even verification requires trusting
something—that’s what bothers me. It’s not ‘zero’ trust. You always
trust something.” I3 noted that the term often raises concerns among
non-technical stakeholders such as business leaders as it sounds
“dangerous... like an undesirable thing to have no trust.” Therefore,
I9 said that “whoever didn’t consult a marketing team and called
this Zero Trust is killing us.” Hence, G4 suggested that “we need
terminology with staying power” and eight participants proposed
reframing Zero Trust as “managed or epsilon trust.”

G3 initially dismissed Zero Trust as “a buzzword... like FISMA
[Federal Information Security Management Act of 2002 [37]] all over
again.” This skepticism, although not universal, reflected concern
that Zero Trust could become another checklist-driven compliance
exercise, similar to FISMA [49, 80]. However, G3 called themselves

“a convert” after seeing how Zero Trust principles could be applied
more substantively. G2 noted: “People are finally coming around; the
light bulbs are starting to go off.”

Despite these critiques, several participants did not view the
term’s ambiguity as purely negative. As per I9, “[Zero Trust] term
has proven useful as a conversation starter and investment driver.”
Therefore, G2 advised to “get over the semantics of what it’s called.”
A11 added: “I don’t think Zero Trust is a silver bullet solution. But
what it does is, it highlights the things we need to be thinking about
in a nice, concise, and actionable way.”

� RQ1 Summary: Participants consistently described Zero
Trust not as a technology but as a conceptual lens for enhancing
security and reasoning about modern challenges. At the same
time, they viewed it as a hype-driven paradigm that mobilizes
attention around important ideas while remaining vulnerable
to misunderstanding and oversimplification. This tension can
deeply influence whether Zero Trust matures into a coherent
security paradigm or remains a loosely understood buzzword.

6 Translation Patterns (RQ2)
While participants shared broad agreement on the core ideas under-
lying Zero Trust (RQ1, § 5), they viewed translating those ideas into
practice as neither straightforward nor uniform. Rather than a fixed
checklist or predefined blueprint, 13 participants characterized Zero
Trust translation as an ongoing, iterative process of building secu-
rity maturity [19] through remarks such as “it’s a journey because
the landscape is always changing within the infrastructure” (I5) and
“you’ll never arrive at Zero Trust” (G3). G6 summarized:

“Zero trust is not a start-and-finish type thing... we may never
get to a fully optimal state of Zero Trust, but we’ll keepmoving
toward that goal.”

Many participants also emphasized that translation extends be-
yond technical controls. As I8 put it: “People need to get away from
the products and think about what they are protecting.” And G4 noted
that effective Zero Trust efforts require deliberately combining
“people, process, and technology,” highlighting the socio-technical
coordination involved.

Building on this, during the interviews, participants described
recurring patterns through which Zero Trust was (perceived to be)
translated into organizational practice. These patterns reflect how
organizations interpreted Zero Trust, coordinated activities, and
sustained change under real-world constraints. Industry and gov-
ernment participants reported actively shaping these efforts within
their organizations, while academic participants drew on experi-
ences from multi-disciplinary research projects on Zero Trust and
collaborations to reflect on similar transitions. We organize these
translation patterns into five interrelated stages: perceiving value,
assessing readiness and planning, selecting and adapting tools, es-
tablishing organizational processes, and measuring progress over
time. Participants emphasized that while these stages formed a
logical flow, organizations may often revisit them as priorities, re-
sources, and threat conditions evolve, with people—not tools—being
seen as moving the needle.
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6.1 Perceiving Value
Twelve participants considered it important to demystify Zero Trust,
noting that greater awareness can improve cybersecurity task man-
agement and influence employee behavior [4, 61]. They described
this early phase as focused on interpretation and alignment, rather
than technical change.
Communicating intent. G1 called “assume breach” and “never
trust, always verify” catchphrases, warning that such jargon risks
confusing non-experts if introduced without context. I4 charac-
terized early-stage discussions as sensemaking sessions by asking:
“What is Zero Trust? What are its principles? What are the tenets?
What does this mean to us?”

To overcome translation issues, government participants often re-
lied on analogies for building shared understanding before broader
organizational engagement. G1 compared Zero Trust to “car in-
surance”—always present, even when not in active use. Several
contrasted Zero Trust with traditional perimeter-based models to
illustrate risks of implicit trust and lateral movement. G2 compared
legacy security to a multiplex theater where users could “movie hop”
unchecked once inside, while G3 and G4 referenced “castle-and-
moat” and “Tootsie Pop” architectures to highlight how attackers
could move freely after initial access. Such use of metaphors and
analogies reflects a broader sensemaking practice, in which lead-
ers reinterpret abstract security paradigms by mapping them onto
familiar concepts to facilitate shared understanding [93, 106].
Framing for executive buy-in. Eleven participants emphasized
that executive sponsorship played a critical role in adopting Zero
Trust [28, 58]. Prior work shows that CISOs often struggle to demys-
tify complex security paradigms to ensure leadership buy-in [20, 87].
Our participants reframed Zero Trust in terms of organizational
priorities rather than treating it as a purely technical security initia-
tive. I3 explained: “I don’t ask [leadership] for Zero Trust funds. I ask
for the technology that will enable [our mission] to move faster... I very
rarely actually invoke the kind of cybersecurity language with most
of my executives.” I5 added that “one of the jobs of a CISO is to bridge
that gap between business benefit and technology—and the impact
of security on top of that.” G3 cautioned that without leadership
support, Zero Trust efforts could stall: “Zero Trust can’t be the CISO
saying we need to do it. You need your executive leadership to support
it before you ever decide to start... Otherwise you’re climbing a very,
very long hill by yourself.” A11 echoed:

“I don’t think boards are going to demand Zero Trust, it needs
to be communicated and driven.”

Top-Down meets Bottom-Up. All industry participants, along
with G1, G3, and A11, emphasized that perceiving value required
both top-down support and bottom-up traction. I1 summarized:
“Bottom-up data to show it’s a good idea, top-down leadership to make
sure it happens.” I2 viewed this process as iterative and added: “but
once the right people with the right mindset come together, they start
building the right structure.” I6 highlighted that Zero Trust required
broader organizational involvement: “Security drives it, IT supports
it, but success depends on bringing in the right stakeholders—data
owners, application owners, or business leads—especially where they’ll
be impacted.” Prior work on compliance mandates suggests this
dual approach can foster shared ownership of security [94].

6.2 Assessing Readiness and Planning
Following initial value alignment, fourteen participants reported as-
sessing existing infrastructure, identity systems, and organizational
capabilities. These reality checks were deemed critical to uncover
gaps, surface constraints, and establish a realistic scope for Zero
Trust efforts. G3 described this stage as a “critical early win”—an
opportunity to define scope and set expectations.

Twelve participants emphasized the importance of translating
Zero Trust principles into concrete roadmaps. G1 shared how the
mandate [107] provided structure for their internal plan: “I laid
out all the pillars, recognized all the tools that I needed for optimum
maturity, and set it by fiscal year. That’s how we had a plan that went
from FY23–FY25.” In the absence of a “ubiquitous solution” (G5),
maturity models such as those from CISA [19] and DoD [26] were
commonly used to guide roadmap development. After using CISA’s
maturity model [19], G6 recalled that “we already had many of the
tools we needed... we just needed to work with the right people to
configure them to support Zero Trust.”

All industry participants emphasized that roadmaps had to reflect
business realities. I4 noted successful organizations tied Zero Trust
phases to internal reporting: “they deliver some value out of Zero
Trust every quarter.” I5 connected Zero Trust planning directly
to business risk and said: “each organization needs to look at their
own risk profile and basically do a risk evaluation and look at where
are the critical risks from a business perspective. Technology should
not exist for technology’s sake. Technology exists for supporting the
business.” Finally, I6, who provides Zero Trust strategy guidance
for multiple enterprises, noted that roadmaps and assessments help
organizations shift from ad hoc to structured Zero Trust planning,
enabling more deliberate progress rather than reactive change.

6.3 Identifying and Procuring Tools
11 participants emphasized that translating Zero Trust into practice
involved decisions about tools and technology, but warned against
“treating Zero Trust like a procurement checklist” (G4). G2 cautioned
organizations not to “go out and buy 70 things.” Instead, participants
described reusing existing capabilities with targeted acquisitions.
Quick wins. A common starting point in academic and govern-
ment settings was multi-factor authentication (MFA) [75], as A2
explained: “We have DUO to help with two-factor authentication. If
that checks the Zero Trust box, then we were doing it.” A3 framed
MFA as an entry point while noting future needs for additional in-
tegrations to “get towards a higher level of Zero Trust.” Government
participants referred to MFA as foundational, alongside investments
in Secure Access Service Edge (SASE) [51] and endpoint detection
tools. G1 called these “a game changer” for replacing perimeter-
based security at scale.
Vendor engagement. Some participants found vendor interactions
as enabling factors rather than administrative hurdles. G5 noted
that involving vendors early allowed teams to understand trade-offs.
I6 highlighted the importance of clarifying internal requirements
beforehand to “avoid mismatched vendor solutions.” G3 underscored
the leverage large institutions, “the Federal Government is the largest
employer in the U.S.,” can bring during vendor interactions because
“[vendors] want to sell us the products to meet the requirements that
we have... a win-win situation.”
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At the same time, A3 and A7 noted that outsourcing is an option.
A7 cautioned that outsourcing the “entire Zero Trust transition”
without a full understanding of the enterprise could result in an
implementation misaligned with organizational needs.
The role of internal expertise. Nine participants stressed that
effective tool selection and integration depended on internal techni-
cal expertise. A2 echoed: “If you don’t know what the tool is doing,
how can you judge if it supports Zero Trust?” and G7 believed: “You
either need to have it [technical competence] or the ability to go get
it.” Hence, these teams need sufficient understanding and skills to
evaluate, configure, and integrate tools effectively.

While the NIST Zero Trust document [85] defines conceptual
components, I6 emphasizes that “ultimately, they [IT] need to deploy
the software” and I7 stresses that these teams need to “have the
underlying understanding of key stacks within the Zero Trust pillar.”

Some participants described how they addressed these needs
through targeted and role-specific training. G6 shared: “We did
multiple trainings—executive level, business user level, developer level.
Each one needed a different curriculum.” G4’s organization is creat-
ing maturity-level-based curricula, because “not everyone needs to
be a Zero Trust architect, but they need to know their role.”

6.4 Establishing Processes
Twenty-six participants discussed establishing organizational pro-
cesses for Zero Trust translation. Rather than viewing Zero Trust
as a set of isolated controls (§ 5.3), participants emphasized the
need to embed it into everyday operational workflows, governance
structures, and coordination mechanisms [112].
Mapping data flows and assets. Eight participants stressed the
importance of understanding how data, applications, and devices
interact within organizational environments. They identified activ-
ities such as network mapping, asset inventories, and dependency
analysis as foundational to making informed trust decisions. As I7
explained: “First and foremost, review your environment and have
an understanding of where your crown jewels are located and how
your users interact with data within your environment. Because once
you have that understanding, the technology portion will be an easier
journey to apply.” A5 described their observation: “You see univer-
sities slowly auditing what connects to what—printers, lab systems,
cloud data—and that gives them a picture to make trust decisions.” G6
found understanding data, applications, and their risk levels crucial
to implement “a microsegmentation strategy” as it can help block
communication “with high risk devices.”
Continuous authentication and authorization. Seven partici-
pants regarded Identity and Access Management (IAM) as central
to Zero Trust processes. G4 said: “If we don’t know who you are and
what you should access, Zero Trust is meaningless. So, identity became
our north star—we invested in cleaning up directories, standardiz-
ing attributes, and building consistent onboarding and offboarding.”
Moving from static authentication to dynamic, context-aware ac-
cess decisions was heavily mentioned. I4 explained: “We started by
tightening IAM, but the long-term target was adaptive access looking
at device posture, location, and even behavior before granting access.”
A9 observed a similar shift in academic environments, noting that

“universities already rely heavily on federated identity like Shib-
boleth, but what changed was how strictly access is enforced and
how often it is re-evaluated.” G7 illustrated this shift:

We are experimenting with behavior analytics; if someone
usually logs in from D.C. and suddenly shows up in Singapore
at 3 a.m., that would be triggered.

I5 emphasized the need to integrate authorization across systems
under Zero Trust: “it’s not just about users—it’s also about workloads,
endpoints, servers, and network devices. Identity is central, not just the
subject but the object too.” G6 added: “We had to get our authentication
and authorization stack understood top to bottom, because Zero Trust
breaks fast if you don’t know how tokens, attributes, and roles actually
work in your environment.” This shift demands a deep understanding
of how access decisions are made and enforced through policy.
Grounding policy in practice. While fewer in number, four par-
ticipants emphasized that translating Zero Trust into clear, enforce-
able policy required attention to real-world workflows. I5 explained:
“Policy is where the rubber meets the road; if you don’t define who
can access what under what conditions, the tools don’t matter.” They
emphasized that writing effective policies requires understanding
how users actually accessed systems and resources.
Establishing governance and coordination. Five participants
reported forming dedicated teams or governance structures as nec-
essary to coordinate Zero Trust efforts across organizational silos
that traditionally operated independently. G2 shared: “We created a
tiger team, full-time folks just for Zero Trust. Their job was to coordi-
nate pillars, make sure IAM, network, and data teams were actually
working from one playbook.” A10 described a similar governance
structure in an academic setting: “There’s now a Zero Trust steer-
ing group—mostly IT security, some faculty—to decide on priorities
and funding.” Beyond dedicated teams, participants emphasized
broader coordination across the organization. G1 referred to Zero
Trust as a “team sport.” I4 shared that their organization created a
steering committee with all the key stakeholders including legal,
compliance, IT, and security to realize Zero Trust efforts. G6 echoed
this need for cross-functional engagement, noting involvement of
“finance, mission ops, and others—not just tech.”

6.5 Measuring Progress
Twenty-one participants framed Zero Trust as a way to sustain
momentum, demonstrate value, and support accountability over
time. Moreover, during the interviews, participants consistently
highlighted that measuring Zero Trust progress was necessary but
challenging, pointing to the absence of a clear endpoint, standard-
ized metrics, or shared definition of success.
Establishing baselines and tracking change. To assess progress,
participants emphasized the importance of establishing baselines
and tracking changes over time. For several government partici-
pants, CISA’s maturitymodel [19] proved valuable to plan roadmaps
(§ 6.2) as well as evaluate progress. G2 shared that their organization
established a baseline through a “Zero Trust roadmap development
workshop,” which was used to track and visualize progress over
time and highlight areas of weaknesses. A11 emphasized how ma-
turity models could guide prioritization and track progress over
time: “Going down the different pillars and deciding, either we’ve
made progress here and can build on it, or we have a serious gap here.”
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A3 shared that CISA’s Maturity Model [19] emphasizes “tiered Zero
Trust maturity” rather than treating a one-off compliance checklist:
“you start at the base, then level one, two, and three... it breaks the
goal into achievable levels of automation.”
Behavioral analytics. Metrics were viewed as critical to track-
ing Zero Trust progress and offered a variety of practical strate-
gies, though approaches revealed a lack of consistency. A2 sug-
gested measuring real-world usage to assess transition coverage:
“X percent of the network traffic in my business applications is using
Zero Trust-based services.” I4 emphasized outcome-driven metrics:
“You’re looking for risk reduction—I got to better handle my devices.
I’ve eliminated X number of unpatched applications, those sort of
things.” I7 described tracking user acceptance, rollout friction, and
complaints, while I8 noted that comparative metrics could influence
executive behavior: “Executives feel responsible when they see how
they compare with peers, and competition changes how people behave.”
This reflects a broader shift away from compliance toward being
intentional on how Zero Trust affects both systems and people.
Continuous Improvement. Participants perceived Zero Trust
as a journey of continual improvement rather than a one-time
deployment (§ 6). And A5 captured this sentiment in the age of
evolving adversaries:

You deploy Zero Trust principles, they [adversaries] also de-
ploy Zero Trust principles. It’s really like an arms race, like
the long competition between the U.S. and Soviet Union.

Since “there is no Zero Trust stamp” (G2), measurement was seen as
a mechanism for continuous refinement. G4 echoed this sentiment,
noting that ongoing measurement “keeps you honest, it shows where
things are drifting and where you need to push harder.”

�RQ2 Summary: Participants viewed the translation of Zero
Trust as a multi-step journey spanning perceiving value, plan-
ning, execution, and measuring progress, rather than a fixed
checklist or end state. Reflections on translation patterns were
driven largely by government and industry participants with
direct responsibility for Zero Trust adoption. Academic partic-
ipants contributed complementary, domain-focused perspec-
tives, often from early-stage research contexts. These perspec-
tives reinforce that there is no one-size-fits-all path to Zero
Trust adoption; instead, organizations follow different trajec-
tories and adapt their approaches based on their priorities,
constraints, and operational contexts.

7 Challenges in Translating Zero Trust (RQ3)
Our study participants described a range of hurdles they either ex-
perienced or perceived when translating Zero Trust from theory to
practice. Across sectors, participants emphasized that the difficulty
lies not only in technology but in interpreting, coordinating, and
sustaining change under real-world organizational constraints.

7.1 Interpretation Issues
A critical hurdle for translating Zero Trust was the ambiguity
surrounding what Zero Trust entails in practice. While our
participants valued Zero Trust guidance as initial entry points

(§ 5.1), 16 found them vague and overly conceptual. I1 compared
existing guidance to food recipe blogs:

80% is the story of somebody’s grandparents eating pancakes,
and then 20% is what you actually need—flour, eggs, milk.
Sometimes Zero Trust guidance feels the same way—too much
fluff and not enough about how to actually rotate certificates
or enforce controls.

A2 critiqued: “I don’t want to call it snake oil, but maybe that’s
right. When you look at a lot of these documentation, it’s very vague
about how it actually works, how it actually enforces things.” Others
echoed the need for clarity and concise information. For instance, I5
thought of frameworks as not actionable: “You’ve got this framework,
and it says, ‘secure your identity, secure your workloads, secure your
network.’ Does it say distinctly how to do that? No.” G6 found long
documents such as NIST 800-207 [85] “too much” and wished that
it could be a 10-page framework that said, “these are the pieces of
the puzzle you need.”

On the one hand, G3 emphasized the need for a single, authori-
tative source of truth: “there are a lot of options out there, and you
can very much get lost because there are so many choices.” And on
the other hand, some participants questioned whether Zero Trust
could ever be deployed using a single, prescriptive approach—a
standard. A7 warned: “If framework means prescriptive approaches,
it can be challenging as different organizations have very different
working models and needs, so a one-size-fits-all approach can be
counterproductive.” G6 similarly noted: “because we all have differ-
ent technologies, risk appetites, and missions... you can’t just take one
playbook and apply it everywhere” [95]. I9 remarked: “My crystal
ball does not show what is next, but if we get in a position where Zero
Trust is incredibly prescribed and checklist-based, we’re gonna have
problems.” Finally, A3 highlighted both the value and limitations of
the reference materials and said:

Standardization helps because not everybody has the resources
or skills to implement or understand the systems. But... hav-
ing a standard out for security solutions is not really the end
game—it’s about refining it to fit your sector or application.

Nine participants, including all academics, noted how Zero Trust
concepts have “mostly been applied to enterprise environments”
(A6) and struggle to translate into sensitive and complex do-
mains, such as operational technology (OT), IoT, 5G, and large-
scale routing infrastructure. A2 illustrated this ambiguity: “People
bring up like, well, can we have Zero Trust for [the software supply
chain]? I’m like, what do you mean by that?” A5 candidly shared:
“wireless communication is already complicated... now we have to
distrust everything? It’s a huge overhead.” A6 and A8, applying Zero
Trust concepts in routing systems and internet architectures, noted
challenges with continuous verification using statements such as
“you verify the path, and the next instant they just do whatever they
want... there are still many challenges in this type of distributed sys-
tem problem.” and ‘You can’t really do Zero Trust today in the routing
system because you need to accept routing announcements from peo-
ple outside your zone, and you don’t necessarily have a 100% accurate
way to validate them.” While A3 remained critical of its scalability:
“Continuous authentication sounds great in theory, but practically
there are limits—scrutiny can’t happen everywhere, all the time.”
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I9, researching Zero Trust for autonomous vehicles, highlighted
the safety risks in incredibly resource constrained environments:

If you put more requirements on it for security, now the vehicle
is not getting the message that the brakes are sending to the
main unit that says ‘stop, stop, stop.’

7.2 Coordination Issues
Beyond interpretation challenges, many participants emphasized
that translating Zero Trust placed significant demands on organi-
zations’ human and operational capacity.

Cultural resistance was one of the most cited coordination
barriers, reported by 19 participants. Resistance commonly emerged
around new authentication requirements. G5 captured the tension
succinctly: “When you start doing more frequent re-authentication,
employees complain loudly—sometimes it feels like we’re taking away
their ability to do their job.” A8 echoed similar concers: “If I had
to log into 50 different systems with unique strong passwords, I’d be
frustrated—you have to think about how you apply them [Zero Trust
principles] so employees don’t want to quit.” I2 warned that Zero
Trust initiatives can fail when they add friction without clear value:
“If [new technology] just creates training overhead instead of solving
a problem, you’re adding burden.” I7 explained how this resistance
was linked to change fatigue: “It’s not that people don’t understand
security, but every year there’s a new thing. MFA, then VPN, then
Zero Trust.” In decentralized settings such as academia, enforcing
change emerged as especially challenging. A8 noted: “Universities
don’t have a top-down command chain like government. If faculty
don’t like something, they just don’t do it.”

Alongside cultural resistance, skills and staffing gaps were
identified as coordination obstacles. Ten participants emphasized
that Zero Trust transitions depended heavily on skilled personnel.
I5 emphasized that “security is delivered and provided by individuals”
and A9 also described that “automated tools can help, but they are
not going to decide everything on their own. Human judgment is still
needed.” Therefore, according to A7, the real cost of Zero Trust is
“skilled admins to perform the transition.” A11 remarked: “If you really
wanted to do a fully mature Zero Trust architecture, I don’t know
of folks that have that level of staffing.” Government participants
highlighted several structural issues. G3 shared that federal hiring
takes “4 to 6 months,” and “up-skilling, up-training has not kept
pace with the rapid adoption.” G4 noted that since “all of the federal
agencies and many commercial entities have embraced Zero Trust,”
they’re all going after the same talent pool. Finally, I8 pointed to
access and cost barriers: “The Cloud Security Alliance (CSA) has
some Zero Trust training [114], but you have to pay for it... the people
that need it don’t necessarily have access to that training.”

A long-standing challenge in cybersecurity operations involves
both practitioner [29, 79, 98, 99, 103] and leadership frustrations [70,
87]. Our participants considered CISO pressures and burnout
as a serious concern. G3 reflected candidly: “Fatigue is real. The
average tenure for a [federal] CISO is 18 to 24 months. These are
high-pressure, high-stakes jobs.” When G2 took over the CISO role
for their organization’s Zero Trust efforts, they were frustrated by
limited situational awareness [59], as key systems (e.g., patching
and identity) “operated in silos,” (§ 5.3) obscuring visibility into the
overall risk posture. G1 underscored the ultimate accountability for

CISOs and added: “Nobody wants the CISO’s job. If my organization
gets hacked, the first one they’re going to look at is the chief security
officer. That’s just the reality.”

In parallel, 19 participants cited budget constraints as a bar-
rier [57], with government participants (G1, G3, G4, and G6) de-
scribing OMB M-22-09 [107] as an “unfunded mandate.” G4 noted
that funding shortfalls stretch schedules, delaying the achievement
of an “optimal maturity level” well into the future. Budget limita-
tions were seen rooted in leadership perceptions of cybersecurity as
a cost center rather than a value generator. A11 called Zero Trust a
“hard sell” because “it’s just making sure you’re out of the news, not
necessarily something that sells more products.” I7 linked this mind-
set to the growing reliance on cyber insurance. G1 lamented on the
“incident-driven” and reactive nature of funding and said: “We’ve
got to get our leadership to appreciate what we do to keep the place
safe—even when nothing bad happens.” Similarly, A3 framed security
spending explicitly as a cost–benefit calculation and said:“Not ev-
erybody needs that level of security. Security comes at a cost.” Finally,
I2 questioned whether organizations adequately understood the
true costs and trade-offs involved in Zero Trust adoption because
they observed that “people just put a thumb in the air and say, this
is what our budget would look like.”

7.3 Contextual Issues
Eleven academic and industry participants described legacy sys-
tems and technical debt as barriers to Zero Trust adoption. A2
noted that some environments simply cannot be migrated: “desk-
tops, laptops, and some development servers or file servers... can’t be
moved into the cloud services. I’m not sure that there’s good solutions
out there for that yet.” A8 highlighted the scale of the issue:

If you have 100million deployed switches, you’re not replacing
them all. You need to figure out how to silo and handle all
these legacy structures under a Zero Trust architecture.

I3 explained that enterprises are burdened by decades of accumu-
lated complexity: “We have too much technical debt... enough to make
anything that you took off the shelf hard to use.”

Concerns were raised about the vendor ecosystem surrounding
Zero Trust. Vendors were seen as both enablers and a potential
source of friction in Zero Trust adoption. A common concern was
the vendor perception of Zero Trust as a “product” rather than an
architectural approach. As G4 noted: “Vendors kept coming in and
saying, ‘this is your Zero Trust in a box.’ We had to keep pushing
back.” Because vendors use “Zero Trust” as label for marketing
(§ 5), I6 noted that “you have to cut through what’s real and what’s
branding.” For A7, such messaging could mislead leadership into
believing that “buying one tool equals transformation.” Vendor lock-
in and integration challenges were widely reported. G3 described
contractual limitations: “The contract basically locked us into their
ecosystem, and moving away meant breaking a bunch of integrations.
It slowed our ability to pivot.” For I2 and G6, such scenarios impacted
flexibility and compromised long-term planning. Several partici-
pants questioned vendor tool functionality readiness. G1 reflected:
“Vendors, they’re often selling future capability, not something that’s
fully ready. We ended up having to build custom integrations because
their promised API wasn’t there yet.”
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� RQ3 Summary: Challenges in Zero Trust adoption ex-
tended well beyond technical aspects. Participants described
how vague guidance, human factors, organizational capacity
limits, legacy infrastructure, and vendor dynamics collectively
constrain what Zero Trust can become in practice. As a result,
Zero Trust consistently emerged as a socio-technical security
shift shaped by organizational and contextual constraints.

8 Discussion
Across the interviews, our participants highlighted sense-making
under ambiguity, coordination across roles and organizational units,
and trade-offs between security objectives and context-specific
goals as central to Zero Trust understanding and translation. Such
insights are often obscured in technically focused research and dis-
course. At the same time, many of the challenges participants de-
scribed (§ 7) are familiar from prior work on organizational security
implementation and decision-making. Staffing, cross-organizational
coordination, and resource constraints [55, 102, 108], cultural resis-
tance [46], communication and awareness gaps [47], and contextual
factors and implementation under changing conditions [55] have
all been documented. The broad scope of the Zero Trust paradigm
and its journey-like framing, rather than a bounded deployment,
make these familiar challenges more pronounced by amplifying
coordination demands, diffusing accountability, and complicating
how organizations define and measure progress.

We now discuss sectoral perspectives, opportunities for cross-
sector collaboration, the risks of adopting security paradigms faster
than implementation guidance matures, and implications for im-
proving policy and organizational guidance.

8.1 Sectoral Perspectives on Zero Trust
Across sectors, participants shared a common and basic conceptual
understanding of Zero Trust. They framed it as moving away from
implicit trust and focusing on protecting resources through contin-
uous verification (§ 5.2). Yet they interpreted and operationalized it
differently depending on their organizational types, priorities, and
constraints. Sectoral differences matter because Zero Trust is not
only a technical model but also a translation problem, where its
principles must be adapted to diverse organizational contexts.

Government participants framed Zero Trust as mandate-driven.
Government CISOs were responsible for demystifying the concept,
coordinating efforts across units, and aligning work with policy
requirements. Industry participants described Zero Trust through
business and risk goals, emphasizing executive buy-in and adoption
tied to operational priorities. In both sectors, participants focused
primarily on deploying Zero Trust within existing organizations,
which surfaced issues related to organizational coordination, con-
textual adaptation, and resource constraints (§ 7.2, 7.3).

Academic participants, by contrast, shifted the discussion from
implementation to applicability. They questioned whether Zero
Trust concepts translate effectively to domains such as operational
technology, IoT, and networking, highlighting limitations in ex-
isting guidance (§ 7.1). This perspective suggests that while de-
ployment experience reveals how Zero Trust operates within orga-
nizations, research-driven application exposes where its concepts

may not adequately apply and require rethinking. These differences
reinforce that there is no one-size-fits-all path, underscoring the
importance of continued cross-sector collaboration to refine both
implementation guidance and future research.

8.2 Cross-sector Collaboration Opportunities
The sectoral perspectives discussed above suggest that government,
industry, and academia play complementary roles in advancing
Zero Trust and that no single stakeholder can fully address the
translation challenges associated with Zero Trust.

Participants viewed academic involvement not as a substitute for
practice, but as a way to question assumptions, validate emerging
approaches, and develop stronger methods for evaluating Zero
Trust. They noted that confusion around Zero Trust persists in part
because the paradigm emerged from industry rather than academia,
where new concepts are often accompanied by formal definitions,
evaluation frameworks, and sustained scholarly scrutiny. As I2
explained, “If there was a very well-known model that came from an
academic background... I could foresee some level of folks referencing
it. But... the term [Zero Trust] is already there. Everyone has their own
interpretation of the model.” Participants compared this trajectory
to other industry-led trends such as Web 2.0, blockchain, and AI.

Despite this, academia can still make meaningful contributions.
Building on these observations, we recommend more structured
collaboration across academia, industry, and government as each
sector contributes a distinct but incomplete perspective (Section 4).
Academic involvement can help question assumptions in Zero Trust
guidance, examine applicability beyond enterprise environments,
support independent evaluation of tools, and develop metrics that
capture both technical progress and organizational realities to mea-
sure Zero Trust progress. In parallel, researchers can play a critical
role in independently evaluating Zero Trust tools through open
testbeds and reproducible benchmarks, helping to verify vendor
claims and support more transparent procurement decisions (§ 7.3).

I7 highlighted the example of FIDO, where post-hoc academic
research [36, 60, 104] helped validate and improve the standard [30].
A historical parallel can be seen in the development of the RBAC
security model, which, although informally practiced in indus-
try first (e.g., mainframe access control, business roles), gained
broader momentum only after formalization through academic
research [90] and standardization through academia-government
collaboration [88]. Programs such as the NCCoE have taken the
first step to support enterprises on their Zero Trust journey by de-
veloping practical guidance in collaboration with industry and gov-
ernment [69]. Integrating academic research more systematically
into such efforts can further strengthen evidence-based evaluation,
implementation guidance, and future Zero Trust research.

8.3 Hype-driven Security Paradigm
Participants widely described Zero Trust as gaining momentum
across sectors (§ 5.3). However, our findings also suggest that wide-
spread adoption has outpaced shared guidance for implementation.
Its abstract framing (§ 5) and the lack of domain-specific guidance
often leave its translation into practice unclear (§ 7.1).



Beyond the Buzzword: How do Professionals Understand and Translate Zero Trust? CCS ’26, November 15–19, 2026, The Hague, Netherlands

In the absence of mature guidance, organizations are left to
define implementation scope, priorities, success criteria, and de-
ployment strategies on their own. Organizations may rely more
heavily on vendor narratives, organization-specific interpretations
of success, and locally developed implementation strategies. More-
over, organizations with more resources can afford trial-and-error
approaches, whereas those with fewer resources may face greater
barriers to implementation. These findings highlight the impor-
tance of developing clearer policy and organizational guidance that
supports organizations in operationalizing Zero Trust effectively
and reducing variability in implementation.

8.4 Improving Policy and Guidance
Several government CISOs shared that while the Zero Trust man-
date [107] was aimed at accelerating security improvements, they
were unfunded (§ 7.2) and lacked feasibility analysis. The problem
was the absence of an understanding of what the mandate would re-
quire in time, staffing, and organizational change. Our participants’
concerns about tooling procurement (§ 7.3), workforce up-skilling,
and organizational coordination (§ 7.2) suggest that making costs
and resource requirements more explicit could improve planning
and reduce resistance.

In that sense, the practical implication is not simply to issue
more guidance, but to make guidance more realistic about the
organizational work required to implement Zero Trust. For policy-
makers (OMB) and standards bodies (NIST, CISA), we recommend
that they include structured feasibility assessments and economic
models [22]. For organizations, this means defining Zero Trust
scope before procuring technologies, assigning ownership across
domains, and translating the “journey” framing into measurable
implementation phases.

In addition, appointing a Business Information Security Officer
(BISO) could help bridge the communication gap between security
and mission leaders. Armed with feasibility data and clearer im-
plementation goals, BISOs can better translate security needs into
business priorities to build leadership support. These strategies
can make mandates more actionable, reduce any adoption frictions,
and help organizations plan, budget, and execute Zero Trust in a
sustainable and effective manner.

9 Conclusion
Although a widely promoted security paradigm, understanding
and translating Zero Trust concepts remains complex and context-
dependent. Through interviews with security professionals across
industry, academia, and government, this study reveals Zero Trust
is perceived not as a single technical shift, but as an ongoing journey.
Our findings highlight several challenges in Zero Trust adoption
involving interpretation, coordination, and contextual constraints
that are socio-technical in nature and beyond purely technical. Over-
all, this work advances our understanding of how cybersecurity
professionals understand and translate Zero Trust into practice.
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