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WebGPU Shading Language - WGSL

GPUProcess -\
(o)
@

struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {

return vecd<f32>(0, 0, 0, 0);

fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out.pos = pos;
out.col = color();
return out;
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WGSL - Compilation Pipeline

GPUProcess -\
(o)
¢

struct VertexOut {
Tint @builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>
¥

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

Xoqpuvs yeam

fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out. po

pos;
color();
return out;
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WGSL - Compilation Pipeline

7

GPU Process 7
@

struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);
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fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out. po
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pos;
color();
return out;
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WGSL - WebGPU Shading Language

GPUProcess -\

[
)
<
struct Vertexout {
Gbuiltin(position) pos: veca<f3z>,
Tint Clocation(6) col: vecd<f3z>
i ¥

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

Xoqpuvs yeam

fn vert_main(@location(0) pos: vec4<f32>)
-> VertexOut {
var out: Vertexout;

out..pos = pos;
) B out.col = color();
OS Graphics Library return out;
)

(DirectX, Mesa, ...)
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WGSL - WebGPU Shading Language

GPUProcess -\
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struct Vertexout {
Gbuiltin(position) pos: veca<f3z>,
Tint Clocation(6) col: vecd<f3z>
i ¥

fn color() -> vec4<f3z> {

return vecd<f32>(0, 0, 0, 0);
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fn vert_main(@location(0) pos: vec4<f32>)
-> VertexOut {
var out: Vertexout;

out..pos = pos;
) B out.col = color();
OS Graphics Library return out;
)

(DirectX, Mesa, ...)
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Fuzzing - Harness

Harness

struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

¥

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);
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fn vert_main(@location(0) pos: vec4<f32>)

> u
i var out: VertexOut;
out.pos = pos;
R R out.col = color();
OS Graphics Library return out;
)

(DirectX, Mesa, ...)




Fuzzing - IR Mutations

Harness

struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

P2 Lo
S| E o

n vert_main(@location(d) pos: vecd<f32>) Expressions // Types
-> VertexOut { [1]: FunctionArgument(0)  // veca<f3z>
l o Yerierouts \[zjv Localvariable([11)  // Vertexout
out.col = color(); [3]: Access { [2], idx: @ } // vec4<f32>
OS Graphics Library return out; [4]: Access { [2], idx: 1} // vec4<f3z>
. 3 [5]: CallResult([1]) /1 vecd<f3z>
(DirectX, Mesa, ...) [61: Load { ptr: [21 3}  // Vertexout
Statements
EmitExpr([3])
Store { pointer: [3], value: [11}
EmitExpr([4])

Call { fun: color, args: [1, res: [5] }
Store { pointer: [4], value: [5] }
EmitExpr([61)

Return { value: Some([6]) }




Fuzzing - IR Mutations

Harness

OS Graphics
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struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out. po

pos;
color();
return out;

L

Expressions
1]: FunctionArgument(0)
[2]: LocalVariable([1])

/1 Types
/1 vecd<f3z>
/1 Vertexout
[3]: Access { [2], idx: @ } // vec4<f32>
[4]: Access { [2], idx: 1} // vecd<f3z>
[5]: CallResult([11) // vec4<f32>
[61: Load { ptr: [2] }} /1 Vertexout

Statements
EmitExpr([31)

Store { pointer: [3], value: [1] }
EmitExpr([41)

Call { fun: color, args: [1, res: [5] }
Store { pointer: [4], value: [5] }
EmitExpr([61)

Return { value: Some([6]) }




Fuzzing - AST Mutations

Harness

OS Graphics

@

(DirectX, Mé

struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out. po

pos;
color();
return out;

L

!

Expressions
1]: FunctionArgument(0)
[2]: LocalVariable([1])

/1 Types
/1 vecd<f3z>
/1 Vertexout
[3]: Access { [2], idx: @ } // vec4<f32>
[4]: Access { [2], idx: 1} // vecd<f3z>
[5]: CallResult([11) // vec4<f32>
[61: Load { ptr: [2] }} /1 Vertexout

Statements
EmitExpr([31)

Store { pointer: [3], value: [1] }
EmitExpr([41)

Call { fun: color, args: [1, res: [5] }
Store { pointer: [4], value: [5] }
EmitExpr([61)

Return { value: Some([6]) }




Fuzzing - AST Mutations

Harness

OS Graphics
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struct VertexOut {
@builtin(position) pos: vecd<f3z>,
€location() col: vec4<f32>

fn color() -> vec4<f3z> {
return vecd<f32>(0, @, 0, 0);

fn vert_main(€location(2) pos: vecd<f32>)
-> VertexOut {
var out: VertexOut;
out. po

pos;
color();
return out;

!

Expressions

[1]: FunctionArgument(0)
[2]: LocalVariable([1])

[3]: Access { [2], idx: @ }

[4]: Access { [2], idx: 1}
[5]: CallResult([1])

[6]: Load { ptr:

Statements
EmitExpr([31)

Store { pointer

EmitExpr([41)

[21 3

[3], value

/1 Types
// veca<f32>
// VertexOut
// veca<f32>
/1 veca<f3z>
// veca<f32>
// VertexOut

01}

Call { fun: color, args: [], res: [5] }

Store { pointer
EmitExpr([61)
Return { value

[41, value

Some([61) }
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Bugs
SUT Bug ID Browser Status
angle chromium 329271490 & © @ fixed
dxcompiler chromium 1513069 (0} open
dxcompiler CVE-2024-2885 (0} fixed
dxcompiler CVE-2024-3515 (0} fixed
dxcompiler CVE-2024-4948 (0} fixed
dxcompiler CVE-2024-4060 (0} fixed
dxcompiler CVE-2024-4368 (0} fixed
dxcompiler CVE-2024-5160 (0} fixed
dxcompiler CVE-2024-5494 (0} fixed
tint tint 2190 (o} fixed
tint tint 2201 (o} fixed
tint tint 2202 (o} fixed
tint tint 2055 (o} fixed
tint tint 2056 (o} fixed
tint tint 2058 (o} fixed
tint tint 2068 (o} fixed
tint tint 2076 (o} fixed
tint tint 2077 (o} fixed
tint tint 2078 (o} fixed
tint tint 2079 (0} fixed
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Bugs, Bugs Everywhere

SUT Bug ID Browser Status SUT Bug ID Browser Status
angle chromium 329271490 & €© & fixed dxcompiler CVE-2024-5495 (0] fixed
dxcompiler ~chromium 1513069 & open dxcompiler CVE-2024-6102 (o] fixed
dxcompiler CVE-2024-2885 [} fixed dxcompiler CVE-2024-5831 (0] fixed
dxcompiler CVE-2024-3515 [} fixed dxcompiler CVE-2024-5832 (0] fixed
dxcompiler CVE-2024-4948 (0} fixed dxcompiler CVE-2024-6290 (o] fixed
dxcompiler CVE-2024-4060 [} fixed dxcompiler CVE-2024-6292 (0] fixed
dxcompiler CVE-2024-4368 (0] fixed dxcompiler CVE-2024-6103 (0] fixed
dxcompiler CVE-2024-5160 (0} fixed dxcompiler CVE-2024-6293 (o] fixed
dxcompiler CVE-2024-5494 [} fixed dxcompiler CVE-2024-6991 (0] fixed
tint tint 2190 (0} fixed tint tint 2092 (o] open
tint tint 2201 (0} fixed tint tint 2194 (o] open
tint tint 2202 (o} fixed naga naga 2560 © fixed
tint tint 2055 (o} fixed naga naga 2568 © fixed
tint tint 2056 (o} fixed naga wgpu 4547 © open
tint tint 2058 (o} fixed naga wgpu 4512 o open
tint tint 2068 (o} fixed naga wgpu 4513 o open
tint tint 2076 (o} fixed naga wgpu 5547 © fixed
tint tint 2077 (9] fixed wesle webkit 268148 ® open
tint tint 2078 (o] fixed wesle webkit 273407 @ fixed
tint tint 2079 [} fixed wgsle webkit 273411 @ fixed
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and lack in-depth security testing
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