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Who we are 

Nico Schiller

● researcher @ CISPA

● interested in drones and their security

● fuzz all the things!

Moritz Schloegel

● also researcher @ CISPA

● interested in automated bug finding, mostly fuzzing

● obfuscation / deobfuscation (Next-gen VMs talk at 

REcon22)



Consumer Drones



Why Drones?



BUT



Where things can go wrong: Airports



Where things can go wrong: Airports



Where things can go wrong: Airports



Where things can go wrong: Prisons



Where things can go wrong: Prisons



 Low entry barrier for air mobility in a traditionally heavily regulated sector!

● Block airport operations
● Expensive shutdowns

● Bypass physical barriers
● Smuggling
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Tracking and Identification

● Drones broadcast information

○ Serial number

○ Position

● Tracking via DJI Aeroscope (recently deprecated)

● New regulations mandate tracking

https://www.dji.com/de/aeroscope

=> Quick identification and localization!



Software Protection

● Height and range limitations

○ height: maximum 500m 

○ but: safety warning above 120m

○ range: currently unlimited 

● Speed limits

● No-Fly Zones



https://fly-safe.dji.com/nfz/nfz-query

No-Fly Zones over Montreal



Hardware Protection

● disabled debug interfaces

● firmware

○ closed source

○ encrypted

○ signed

● proprietary communication protocol



Vendors know these problems!

Hardware protection
No debug interfaces ✓

Position tracking
DJI Aeroscope ✓

Let’s see if these countermeasures are good enough

✓
Software limits
Geofencing
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Our focus: DJI drones
● Market share (94% Consumer)

● Security-conscious

● Whitepaper

● Bug bounty program

Analyzed Drones: Mini 2, Mavic Air 2, 

Mavic 2 

Photo: Copyright dji.com



Drone Hardware Overview

Main SoC 
(Linux / Android - ARM32)

Transceiver SoC 
(RTOS - ARM32)

Flight Controller SoC 
(RTOS - ARM32)

Other Chips
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Reversing DJI DroneID 
Wireless Physical Layer 

Hands on the Drone

Static Analysis

Fuzzing Drones for Pain and Profit

Dynamic Analysis
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Software Defined Radio 
(SDR)

Signal Analyzer Software 
(e.g., baudline, inspectrum)
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Listening on the Wireless Physical Layer … 

Uplink / C2
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Reverse Engineering a Signal

Packet
Detection

Capture Raw
Signal Data

Fixed Synchronization Symbols
“Zadoff-Chu Sequences”
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Packet
Detection

Synchronization

Reverse Engineering a Signal

Capture Raw
Signal Data

Time synchronisation via cyclic prefixes 
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Capture raw
Signal data

Packet
Detection

SynchronizationDemodulation

Decoding

Final data

Post-Processing

Turbo-decodeDescramble

UnpackCRC Check

Reverse Engineering a Signal

Spoofing!



Summary: Wireless Physical Layer 

● Much information is broadcast, including:

○ Drone location

○ Pilot location

○ Serial number

● Signal not encrypted 

● But: Easy to spoof the pilot location



Hands on the Drone
Static Analysis

Reversing DJI DroneID
Wireless Physical Layer 

Fuzzing Drones for Pain and Profit

Dynamic Analysis
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Summary: Static Analysis

● Full control over the transceiver SoC -> next target: main SoC

● Static analysis was key for all other steps

● For example, when reversing the signal:

○ We needed seeds hidden in the firmware

○ Confirm DroneID packet structure



Fuzzing Drones for Pain and Profit
Dynamic Analysis

Reversing DJI DroneID
Wireless Physical Layer 

Hands on the Drone

Static Analysis
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What is Fuzzing?



BUT



How to Fuzz Drones? 

Problems:

● drone != a single binary

○ complex firmware (multiple SoC’s, different OSes)

○ hard to emulate

● no source code we could instrument

=> no easy off-the-shelf fuzzing solution available



Idea: Let’s target communication protocol

DJI DUML Protocol
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Fuzzer

Prerequisites:
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Fuzzer UI Oracle
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Reproducible bugs!

Prerequisites:
● A drone and fuzzer
● Protocol knowledge
● Bug oracle

How to Fuzz Drones?
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Arbitrary Code Execution

● found by UI oracle: fuzzer changed an immutable value

● missing sanitization of user-controllable input

=> Linux command injection



Arbitrary Code Execution

Goal:  root privileges  ->  start adb server

Problem:  command length limited to max 32 characters

=> transfer exploit script chunkwise



*Following responsible disclosure, DJI fixed these bugs.

Does fuzzing work?
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Change Immutable Serial Number



*Following responsible disclosure, DJI fixed these bugs.

Does fuzzing work?



Summary: Fuzzing the Drone

● Fuzzing on hardware: Slow & painful but real bugs

● Tailor fuzzer to your target, for example, custom oracles!
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Drone and pilot’s location 
tracking

Firmware signature 
verification  bypass

Vulnerability detection via  
fuzzing

Wireless Analysis Dynamic Analysis

Recap: How to analyze drones 

Static Analysis
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RUB-SysSec/DroneSecurity              

Nico: @74ck_0
Moritz: @m_u00d  |  https://mschloegel.me
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