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Fuzzing Papers are Still Popular
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Are we evaluating fuzzers right?



Goals

Study reproducibility

… and other evaluation pitfalls
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Approach

1. Find all fuzzing papers on 7 top-tier venues between 2018 and 2023

2. Literature analysis of 150 of these papers

3. Case studies: Reproducing experiments of 8 papers

4. Update recommendations (where needed)
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How to make sure fuzzing is reproducible?

Klees et al. – “Evaluating Fuzz Testing”, ACM CCS, 2018

Metzmann et al. – “FuzzBench: An Open Fuzzer Benchmarking Platform and Service”,
ESEC/FSE, 2021

Böhme et al. – On the Reliability of Coverage Testing, ICSE, 2022
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Disclaimer

No intention of finger pointing!
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Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
Code coverage
Bugs

Î Conduct a statistical evaluation
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Benchmarks
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Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
· Code coverage
· Bugs

Î Conduct a statistical evaluation
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Ì Pick a Good Baseline

A new fuzzer that proposes to:

1. Dynamically adapt probabilities with which mutations are chosen

2. Use an evolutionary strategy to optimize these probabilities
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Ì Pick a Good Baseline
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Ì Pick a Good Baseline
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Ì Pick a Good Baseline

Lesson learned: ablation studies are important
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Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
· Code coverage
· Bugs

Î Conduct a statistical evaluation
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Í Suitable Metrics: Code Coverage

New fuzzer:

• Improves input scheduling

• Aims to covers more paths with fewer inputs
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Í Suitable Metrics: Code Coverage

New Fuzzer AFL
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Í Suitable Metrics: Code Coverage

Lesson learned: new metrics may mislead readers

⇒ include known metrics!
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Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
· Code coverage
· Bugs

Î Conduct a statistical evaluation

Bug
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Í Suitable Metrics: Unique Crashes

A new fuzzer that:

• Proposes memory usage as additional feedback

• Uses unique crashes as a metric
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Í Suitable Metrics: Unique Crashes
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Í Suitable Metrics: Unique Crashes

Lesson learned: “unique” crashes 6= actual bugs

⇒ need deduplication or should use actual bugs
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Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
· Code coverage
· Bugs

Î Conduct a statistical evaluation

Bug
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Î Statistically evaluate results
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Î Statistically evaluate results

Significance Test
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Recommendations

There’s more beyond the evaluation itself:

• What about the fuzzer source code?

• What about new bugs found during the evaluation?
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Artifact Availability

Beyond the paper: artifact availability
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Artifact Availability
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Artifact Availability

Good: much code is openly available!

BUT: low artifact evaluation participation
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Recommendations

There’s more beyond the evaluation itself:

• What about the fuzzer source code?

• What about new bugs found during the evaluation?

20/27



What happens to found bugs?

⇒ Responsible disclosure?
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Approach

Ê Look for CVEs in fuzzing papers

Ë Check their outcome
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338 Assigned

145 Acknowledged

36 Invalid

88 Reserved

69 Ignored

88 No public disclosure

143 Fixed

2 Unfixed

55 Unknown reason

14 Project inactive

18 Not a bug

18 Duplicate
23/27



Why?

Misaligned incentives

& no verification

⇒ Easy to game the system

24/27



Why?

Misaligned incentives & no verification

⇒ Easy to game the system

24/27



Why?

Misaligned incentives & no verification

⇒ Easy to game the system

24/27



Recommendations

Ê Document setup and parameters

Ë Sample relevant targets

Ì Pick a good baseline

Í Choose suitable evaluation metrics
· Code coverage
· Bugs

Î Conduct a statistical evaluation

+ Artifact availability

+ CVE misuse

⇒ guidelines
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Guidelines on GitHub

1>
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Summary

1 Fuzzing evaluations are hard to get right

2 Join artifact evaluation

3 Help us shape the guidelines

Paper

Guidelines
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